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The Naval Postgraduate School (NPS) was established 
to serve the advanced educational needs of the Navy. 
The broad responsibility of NPS is reflected in its stat-
ed mission:
To increase the combat effectiveness of commissioned 
officers of the naval service to enhance the security of the 
United States. In support of the foregoing and to sustain 
academic excellence, NPS fosters and encourages a program 
of relevant and meritorious research which supports the 
needs of the Navy and the Department of Defense (DOD) 
while building the intellectual capital of NPS faculty.
To fulfill its mission, the Naval Postgraduate 
School advances innovation in the Navy and prepares 
officers for employing new technologies. The research 
program at NPS supports the mission of graduate 
education. Research at NPS
• advances knowledge in a wide range of 
disciplines relevant to the Navy/DOD; 
• maintains upper-division course 
content and cutting-edge programs; 
• provides the opportunity for students to dem-
onstrate independent graduate-level scholarship 
in their areas of study;
INTRODUCTION
The Naval Postgraduate School is pleased to present the dissertation, thesis, and capstone 
project report abstracts for unrestricted research completed in September 2020 by the 
graduating class.
• Civil-Military Relations 
• Combating Terrorism Strategy and Policy
• Defense Decision Making and Planning 
• Homeland Security and Defense 
• Security Studies
• Stabilization and Reconstruction
• National Security and Intelligence 
 Regional Studies:
 » Middle East, South Asia, Africa
 » Far East, Southeast Asia, the Pacific
 » Europe and Eurasia
 » Western Hemisphere
School of International Graduate Studies (SIGS)
The unique programs and faculty expertise within SIGS seek to identify and address current and emerging security 
challenges and strengthen multilateral and bilateral defense cooperation between the United States and other nations. 
Areas of expertise range from nuclear nonproliferation to counterterrorism; from the history of war to emerging 
biological and cyber threats; and from the security aspects of political economy to international law. 
ACADEMIC PROGRAMS
MISSION
• challenges students with creative problem- 
solving experiences on DOD-relevant issues; 
• solves warfare problems; and
• attracts and retains quality faculty 
with state-of-the-art expertise.
To meet its educational requirements, the Navy 
has developed a unique academic institution at NPS 
and via distance learning (DL) through specially 
tailored academic programs and a distinctive 
educational experience tying academic disciplines to 
naval and joint warfighting applications. NPS has 
aligned its education and research programs to achieve 
three major goals: 
1. nationally recognized academic programs that 
support the operations of the Navy and Marine 
Corps, our sister services, and our allies; 
2. research programs that focus on the integration 
of education and research in support of current 
and emerging national security technologies 
and operations; and
3. executive and continuing education programs 
that support sustained intellectual innovation 
and growth throughout an officer’s career.
x
• Acquisition and Contract Management
• Advanced Acquisition Program
• Contract Management (DL)
• Defense Business Management
• Defense Systems Analysis
• Defense Systems Management
• Executive MBA (DL)
• Financial Management
• Information Systems Management
• Material Logistics Support
• Manpower Systems Analysis
• Program Management (DL)
• Supply-Chain Management
• Systems Acquisition Management
• Transportation Management
Graduate School of Defense Management (GSDM)
GSDM reflects the management side of national defense in support of operational requirements, with programs 
open to the U.S. uniformed services, DOD employees and contractors, federal employees, and international military 
and government employees. An integrated civilian and military faculty focuses on defense organizations, system 
applications, and instruction supported by extensive defense-oriented research. 
Graduate School of Engineering and Applied Sciences (GSEAS)
GSEAS provides advanced education in engineering and applied sciences while developing technological advances 
with strict application to DOD needs, thus setting it apart from civilian graduate schools of engineering. It is focused 
on preparing the next generation of U.S. and international leaders, military and civilian alike, for the uncertainties 
and challenges of a rapidly changing technological world.
• Applied Mathematics
• Combat Systems Sciences and Technology
• Electronic Systems Engineering (residential 
and DL)
• Mechanical Engineering for Nuclear-trained 
Officers (DL)





• Reactors–Mechanical/Electrical  
Engineering (DL)
• Space Systems Engineering
• Space Systems Operations (residential and DL)
• Systems Engineering (residential and DL)
• Systems Engineering Management (DL)
• Undersea Warfare 
• Underwater Acoustic Systems (DL)
Office of the Provost
The Office of the Provost provides oversight to a specialized degree program that leads to a master of 
science in systems engineering analysis. Students benefit from cross-disciplinary course offerings and research 
opportunities found in GSEAS systems engineering and GSOIS systems and operational analysis curricula. 
• Systems Engineering Analysis
• Information Warfare
• Joint C4I Systems
• Joint Information Operations
• Joint Operational Logistics




• Software Engineering (residential and DL)
• Special Operations
• Systems Analysis (DL)
• Applied Cyber Operations 
• Computer Science (residential and DL)
• Computing Technology (DL)
• Cyber Systems and Operations
• Cost Estimating and Analysis (DL)
• Electronic Warfare Systems (international)
• Human Systems Integration
• Identity Management and Cyber Security 
(residential and DL)
• Information Sciences
• Information Systems and Operations
• Information Systems and Technology
GSOIS delivers graduate-level education and conducts cutting-edge research in four non-traditional knowledge 
domains responsive to U.S. military needs: information science and technology, military computer science, military 
operations analysis and research, and special operations and related defense analysis.
Graduate School of Operational and Information Sciences (GSOIS)
xi
STUDENT POPULATION
Figure 1. Total enrollment by student type for the 
summer quarter of 2020. Source: NPS Academic Affairs 
Quarterly Enrollment Report, AY2020/Quarter 4.
Independent scholarly work in the form of a dissertation (PhD), thesis (master’s/engineer), or capstone project is 
required for most academic programs. Student research projects address issues ranging from the current needs 
of the fleet and joint forces to the science and technology required to sustain long-term superiority of the Navy 
and DOD. Guided by faculty advisors, NPS students represent a vital resource within the DOD for addressing 
warfighting problems and maintaining cutting-edge expertise, particularly in a time when technology and 
information operations are changing rapidly. Naval Postgraduate School alumni think innovatively and possess 
the knowledge and skills to apply nascent technologies in the commercial and military sectors. Their firsthand 
grasp of operations, when combined with challenging projects that require them to apply their focused graduate 
coursework, is one of the most effective elements in solving fleet, joint-force, and regional problems. NPS 
graduate education encourages a lifelong capacity for applying basic principles and creative solutions to complex 
problems. NPS is also unique in its ability to conduct classified research. Classified theses are available on the 
NPS SIPRNet.
STUDENT RESEARCH
Source: Naval Postgraduate School Public Affairs Office
The student body at NPS consists of U.S. officers 
from all branches of the uniformed services, civilian 
employees of the federal government, and 
international military officers and government 
civilians. The student population distribution for 
September 2020 is shown in Figure 1 to the right.
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DEGREES OFFERED
Curricula meet defense requirements within the traditional degree framework through residential or distance-
learning programs. The curricula listed below lead to master's, engineer, or doctor of philosophy degrees. NPS 























• Identity Management and 
Cyber Security
• Security Studies
Master of Business Administration
• Master of Business Administration
• Executive Master of 
Business Administration
 
Master of Computing Technology







Master of Human 
Systems Integration
Master of Science





• Combat Systems Technology
• Computer Science
• Contract Management
• Cyber Systems and Operations
• Defense Analysis
• Electrical Engineering





• Human Systems Integration
• Information Strategy and  
Political Warfare
• Information Technology 
Management





• Meteorology and Physical 
Oceanography
• Modeling, Virtual Environments, 
and Simulation







• Remote Sensing Intelligence
• Software Engineering
• Space Systems Operations
• Systems Engineering
• Systems Engineering Analysis
• Systems Engineering Management
• Systems Technology
Master of Systems Analysis
Source: NPS Public Affairs Office
Source: NPS Public Affairs Office
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SEPTEMBER 2020 THESES AND DEGREES CONFERRED
The September 2020 graduating class produced 118 unrestricted dissertations, theses, and capstone project 
reports as part of the graduation requirement. Figure 2 indicates the distribution of this published research 
across each of the four NPS academic schools. Certain research represents multiple academic schools. 
Source: NPS Public Affairs Office
Figure 2. Distribution of unrestricted dissertations, theses, and  
capstone project reports by academic schools, September 2020
xiv
ACADEMIC AWARDS ANNOUNCED SEPTEMBER 2020
Many departments honor graduating students for the quality and contributions made by their dissertations, 
theses, or capstone reports. The following listing recognizes students selected by NPS faculty and military 
associations for superior academic achievement and outstanding theses.
Campus-Wide
• Monterey Council Navy League Award for Highest Academic Achievement: Captain David Lorio, 
U.S. Marine Corps
• Association of the United States Army (General Joseph W. Stilwell Chapter) Award for Outstanding 
Army Student: Major Michael R. Reed, U.S. Army
• Naval Postgraduate School Outstanding Academic Achievement Award for Department of Defense 
Student: Mr. Jeffrey T. Dougherty
• Naval Postgraduate School Outstanding Academic Achievement Award for International Students: 
Lieutenant Canisio Barth, Brazilian Navy
• Air Force Association Award for Outstanding U.S. Air Force Student: Major Raymond M. Sienkiewicz, 
U.S. Air Force
• Marine Corps Association Superior Service Award for Outstanding U.S. Marine Student: Major Robert 
Wallace, U.S. Marine Corps
• Naval Postgraduate School Superior Service Award: Lieutenant Meagan K. Way, U.S. Navy
• The Surface Navy Association’s Award for Excellence in Surface Warfare Research: Lieutenant Olivia 
Wittman, U.S. Navy
• Monterey Kiwanis Club Outstanding International Student Award: Lieutenant Kwangjum Park, 
Republic of Korea Navy
• Chief of Naval Operations Undersea Warfare Award: Lieutenant Colton Alexander Douglas Kawamura, 
U.S. Navy
Graduate School of Engineering and Applied Sciences (GSEAS)
• The John McReyolds Wozencraft Electrical and Computer Engineering Academic Honor Award: 
Lieutenant Xisen Tian, U.S. Navy
• Meyer Award for Outstanding Student in Systems Engineering (Distance Learning): Ms. Cindy 
Whitehead, Mr. Brandon Michael Adams, Mr. Julian Jones, and Mr. Nicholas Kalinowski
• Naval Sea Systems Command Award for Excellence in Systems Engineering: Lieutenant Commander 
Beth Rajchel, U.S. Navy
• Naval Information Warfare Systems Command Award in Electronic Systems Engineering: Lieutenant 
Commander Halford Theodore Haskell, U.S. Navy
Graduate School of Operations and Information Sciences (GSOIS) 
• Chief of Naval Operations Award for Excellence in Operations Research: Lieutenant Commander 
Robert Thompson, U.S. Navy
• Military Operations Research Society Stephen A. Tisdale Graduate Research Award: Major Diego 
Rincon, U.S. Army
• Rear Admiral Grace Murray Hopper Computer Science Award: Captain Brandon Hee, U.S. Marine Corps
• Rear Admiral Grace Murray Hopper Information Technology Management Award: Major Joseph 
Chappell, U.S. Marine Corps
• The Gary Kildall Award for Computer Innovation: Captain Michael Troncoso, U.S. Marine Corps
• Naval Intelligence Foundation, Admiral Bobby Ray Inman Award for Excellence in Intelligence: 
Lieutenant Evan Shorter, U.S. Navy
School of International Graduate Studies (SIGS)
• The Louis D. Liskin Award for Excellence in Regional Security Studies: Major Robert Wallace, U.S. 
Marine Corps
• The International Student Award for Excellence in Regional or Security Studies: Lieutenant Commander 
Oleksandr Lavrynovskyi, Ukraine Army
• The Curtis H. “Butch” Straub Achievement Award: Mr. Christopher Adamczyk, Mesa Police 
Department, Arizona
xv
School of International Graduate Studies (continued)
• The Outstanding United States Air Force Graduate Award, Department of National Security Affairs: 
Captain Kira Carpenter, U.S. Air Force
Outstanding Thesis Recognition
• Captain Michael E. Troncoso, U.S. Marine Corps: A Cryptographic Analysis of Bluetooth’s Human- 
Machine Authenticated Key Exchange Protocols
• Major Diego A. Rincon, U.S. Army: The U.S. Army Medical Service Corps Area of Concentration 
Matching System
• Lieutenant Commander Reed R. Smith, Jr., U.S. Navy: A Machine Learning Approach to Enable Mission 
Planning of Time-Optimal Attitude Maneuvers
• Lieutenant Commander Brett L. Rajchel, U.S. Navy: Unsupervised Learning of Network Traffic Behaviors 
for Insider Threat Detection
• Lieutenant Antonio Carlos Goncalves Tavares, Portuguese Navy: Analysis of Surface Current Patterns to 
the Southwest of Lisbon Using High-Frequency Radar Data
• Mr. Christopher J. Adamczyk, Mesa Police Department: Gods Versus Titans: Ideological Indicators of 
Identitarian Violence
• Lieutenant Commander Elizabeth T. Rajchel, U.S. Navy: The Conceptual Design Reliability Prediction 
Method: Establishing Functional-Physical Reliability Relationships for System Reliability Predictions During 
Conceptual Design
• Lieutenant Colonel Sean Yang, Republic of Singapore Air Force: Study of the Power Required for Flight of 
the Aqua-Quad (Solar-Powered Quad-Rotor Unmanned Aerial System)
• Major Andrew E. Nelson, U.S. Marine Corps: Comparison of Artificial Intelligence Methods to Enhance 
an Automated Peer-Evaluation Suite 
• Mr. Tong Hai Ling, DSO National Laboratories, Singapore: Use of Cooperative Unmanned Systems for 
Mine Countermeasures
• Ms. Katelin M. Wright, U.S. Department of Homeland Security: The Perfect Storm: Climate-Induced 
Migration to the United States
• Commander Vincent C. Chan, Republic of Singapore Navy: Using a K-Nearest Neighbor’s Machine 
Learning Approach to Detect Cyberattacks on the Navy Smart Grid
• Mr. Joshua Werner, CyberCorps Scholarship for Service: Chasing the Unknown: A Predictive Model to 
Demystify BGP Community Semantics
• Captain Derek T. Tay, Singapore Army: A Systems Analysis on the Effectiveness of Hyper-Velocity Gun 
System (HVPGS) for Ground-Based Air and Missile Defense
• Lieutenant Commander Robert J. Thompson, U.S. Navy: High-Influence Factors for the Timeliness of 
Project Award for Navy Military Construction
• Lieutenant Colton Kawamura, U.S. Navy: Structure, Thermodynamics, and Energy Content of Perchlorate 
Containing Manganese-Clusters
• Lieutenant Commander Christopher R. Norine, U.S. Navy: Artifact Mitigation in High-Fidelity 
Hypervisors
• Lieutenant Commander Elliott L. VonWeller, U.S. Navy: Boolean XOR Endpoint Constraints in 
Continuous-Time Optimal Control Problems
• Mr. Jeffrey T. Dougherty, CyberCorps Scholarship for Service: Evasion of Honeypot Detection 
Mechanisms through Improved Interactivity of ICS-Based Systems
• Lieutenant Nathan Thiem, U.S. Navy: Creating Underwater Sounds Using Generative Adversarial Networks
• Captain Brandon R. Hee, U.S. Marine Corps: Understanding the Adverse Effects of Accelerating 
Reinforcement Learning with Human Trainers
• Captain John E. Link, U.S. Marine Corps: A Research Program to Identify the Impact on Human Decision-
Making as the Fidelity Gap, Color, Size, and Spatial Layout is Changed between Virtual and Real Objects in 
an Augmented Reality Environment
• Lieutenant Commander Jason M. Dawson, U.S. Navy: Dissolved Oxygen (DO) Fluctuations within the 
Carmel River Lagoon: Variations Due to Seasonal Breaching/Closure
• Lieutenant Colonel Georg W. Kolepke, German Army: The Relationship between Governance and 




A MOVING TARGET DEFENSE SCHEME WITH OVERHEAD OPTIMIZATION USING 
PARTIALLY OBSERVABLE MARKOV DECISION PROCESSES WITH ABSORBING STATES
Ashley S. McAbee, Lieutenant Commander, United States Navy
Doctor of Philosophy in Electrical Engineering
Dissertation Supervisors:  
John C. McEachen, Department of Electrical and Computer Engineering
Murali Tummala, Department of Electrical and Computer Engineering
Dissertation Committee Members:  
Thor Martinsen, Department of Applied Mathematics
Preetha Thulasiraman, Department of Electrical and Computer Engineering
David C. Jenn, Department of Electrical and Computer Engineering
Moving target defense (MTD) is a promising strategy for gaining advantage over cyber attackers, but these dy-
namic reconfigurations can impose significant overhead. We propose implementing MTD within an optimiza-
tion framework so that we seize defensive advantage while minimizing overhead. This dissertation presents an 
MTD scheme that leverages partially observable Markov decision processes (POMDP) with absorbing states to 
select the optimal defense based on partial observations of the cyber attack phase. In this way, overhead is mini-
mized as reconfigurations are triggered only when the potential benefit outweighs the cost. We formulate and 
implement a POMDP within a system with Monte-Carlo planning-based decision making configured to re-
flect defender-defined priorities for the cost-benefit tradeoff. The proposed system also includes a performance-
monitoring scheme for continuous validation of the model, critical given attackers’ ever-changing techniques. 
We present simulation results that confirm the system fulfills the design goals, thwarting 99% of inbound 
attacks while sustaining system availability at greater than 94% even as probability of attack phase detection 
dropped to 0.74. A comparable system that triggered MTD techniques pseudorandomly maintained just 43% 
availability when providing equivalent attack suppression, which illustrates the utility of our proposed scheme.
See full thesis text: https://calhoun.nps.edu/handle/10945/66107
Keywords: Markov processes, cyber defense, moving target defense, decision making under uncertainty
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PREDICTING OPPONENT POSITION AND MODELING UNCERTAINTY 
Kenneth J. Maroon, Commander, United States Navy
Doctor of Philosophy in Modeling, Virtual Environments, and Simulation
Dissertation Supervisor:  
Christian J. Darken, Department of Computer Science
Dissertation Committee Members:  
Jonathan K. Alt, Department of Operations Research
Imre L. Balogh, MOVES Institute
Arnold H. Buss, MOVES Institute
Jeffrey A. Appleget, Department of Operations Research
Current combat simulation software developments for automated planning do not account for fog-of-war in 
their methods. This makes their outputs less realistic, as it is not reasonable to have the exact enemy positions 
in real-world planning. An artificial intelligence-controlled force should be able to operate without information 
that is not available to a human in the same situation. This dissertation presents a method for AI agents to pre-
dict and assess possible opposing force positions given typical intelligence products. We also present a method 
to aggregate the risk implications of these positions. We demonstrate the techniques in a combat simulation 
environment and evaluate their performance in multiple battle scenarios. The results show the importance of 
uncertainty in combat simulations and illustrate that our method of risk aggregation can be effective.
See full thesis text: https://calhoun.nps.edu/handle/10945/66102
Keywords: modeling and simulation, automated planning, combat modeling, prediction modeling, risk as-
sessment, artificial intelligence, AI, formation evaluation
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MONTE CARLO SIMULATION WITH CENSORED SAMPLING
Ezra W. Akin, Major, United States Marine Corps
Doctor of Philosophy in Operations Research
Dissertation Supervisor:  
Roberto Szechtman, Department of Operations Research
Dissertation Committee Members:  
Michael P. Atkinson, Department of Operations Research
Lucas C. Wilcox, Department of Applied Mathematics
Kevin Glazebrook, Lancaster University
Moshe Kress, Department of Operations Research
We consider Monte Carlo simulation in a setting where the samples are subject to random censoring. Such cen-
soring occurs in settings as varied and diverse as perimeter protection, survival analysis, and electromagnetic 
spectrum monitoring. We introduce and analyze two estimators: one based on empirical likelihood methods 
and another rooted in control variates ideas. We show that the proposed estimators can dramatically reduce the 
estimator variance in relation to the crude Monte Carlo estimator while not sacrificing computational speed.
See full thesis text: https://calhoun.nps.edu/handle/10945/66062






GODS VERSUS TITANS: IDEOLOGICAL INDICATORS OF IDENTITARIAN VIOLENCE
This paper has been recognized as outstanding by its department.
Christopher J. Adamczyk, Terrorism Liaison & Intelligence Officer, Mesa (Arizona) Police Department
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Anders Strindberg (contractor), Center for Homeland Defense and Security
Co-Advisor: Carolyn C. Halladay, Department of National Security Affairs
The identitarian movement is a complex socio-political worldview based on the notion that the European iden-
tity must be defended against the onslaught of globalism, replacement, and liberalism. In order to arm current 
and future identitarians with the courage and resolve they must have to fight this war, identitarian leadership 
has built a culture of violence founded on ancient heroes, epic battles, and wars between gods and Titans. In 
some cases, the culture of violence moves from the realm of allusion to the real world, where scores of innocents 
are murdered in churches, stores, and summer camps. This thesis applies the theory of sensemaking to iden-
titarianism in a series of lenses through which adherents perceive, construct, and then react to the world. The 
identitarian culture of violence is found in the positioning of each lens, with violence ultimately becoming a 
lens unto itself. By studying and understanding the various lenses used by identitarians, U.S. law enforcement 
will be equipped to seek out and identify markers of identitarian violence and intercede before more lives are 
lost. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66032
Keywords: white supremacy, identitarianism, ethno-nationalism, white nationalism, replacement, groyperism, 
racism, far right, terrorism, mass shooting
TROLLS OR THREATS? CHALLENGES OF ALT-RIGHT 
EXTREMISM TO LOCAL LAW ENFORCEMENT
Jonathan M. Bobin, Captain, New York City Police Department
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Tristan J. Mabry, Department of National Security Affairs
Co-Advisor: Shannon A. Brown, Center for Homeland Defense and Security
The alt-right subculture is a relatively new component of online right-wing extremism. Because it is dissimilar 
from older white nationalist movements and has a perplexing style of communication, the media and public 
discourse incoherently and inconsistently frame the movement. Due to a lack of consistent background infor-
mation on the movement, local law enforcement executives have found themselves underprepared for alt-right 
gatherings in their jurisdictions. This thesis provides agencies with guidance on the alt-right, including a dis-
cussion of existing theories of recruitment, self-recruitment, and the acerbic culture. The thesis also provides a 
comparative case study of mass casualty incidents perpetrated by individuals who openly espoused ideologies 
linked to the alt-right and movements with significant overlap, such as the manosphere. Finally, based on the 
theoretical and case study comparative analyses, this thesis concludes that although the movement’s popularity 
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is declining, the alt-right remains a threat to homeland security and the ideologies behind it are likely to subsist 
under another name.
See full thesis text: https://calhoun.nps.edu/handle/10945/66095
Keywords: alt-right, local law enforcement, right wing extremism
BANKING ON BEIJING: LATIN AMERICAN ECONOMIC COOPERATION WITH CHINA
Patrick M. Carter, Lieutenant, United States Navy
Master of Arts in Security Studies (Western Hemisphere)
Advisor: Mariana Giusti Rodriguez, Department of National Security Affairs
Second Reader: Christopher N. Darnton, Department of National Security Affairs
Over the last decade there has been significant focus, particularly in national security circles, on the rise of 
China and its expansion in regions such as Latin America, Africa, and Asia. While it is relatively easy to iden-
tify literature examining China’s rationale for expanding into Latin America, there is notably less that focuses 
on the reasons why Latin American countries let China in. This thesis seeks to understand why Latin American 
countries choose to economically cooperate with China through the form of accepting loans. By centering the 
agency of the countries receiving loans, this thesis identifies the economic and political decisions and institu-
tions that have made Latin American countries potential partners for an emerging China. Overall, pre-existing 
commodity-based economic relationships and the presence of a centrist or left-wing government were the two 
factors most linked with accepting loans from China. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66033
Keywords: Latin America, China, great power competition, development, economy, commodity, economic 
cooperation, loans, political economy
TAIWANESE NATIONAL IDENTITY, CROSS-STRAIT ECONOMIC RELATIONS, 
AND THE THREAT OF THE PEOPLE’S LIBERATION ARMY: EXAMINING 
TAIWAN’S RELATIONS WITH MAINLAND CHINA SINCE 2000 
Kevin Chao, Major, United States Air Force
Master of Arts in Security Studies (Far East, Southeast Asia, the Pacific)
Advisor: Covell F. Meyskens, Department of National Security Affairs
Second Reader: Christopher P. Twomey, Department of National Security Affairs
This thesis examines the impacts of national identity, cross-strait economic relations, and the security threat 
of the People’s Liberation Army (PLA) on Taiwan’s relationship with mainland China since 2000. Analyzing 
primary sources and academic analyses on both the Kuomintang (KMT) and the Democratic Progressive 
Party (DPP) administrations, this thesis argues that Taiwan’s national identity has moderated its political elites 
to implement policies that would otherwise excessively challenge Taiwan’s de facto sovereignty status. From 
an economic standpoint, Taiwan has shown to consistently establish close economic ties with the mainland 
to bolster its prospects in the global market. On the role of national security, the island has steadily refined its 
defense strategy and invested in its military to contest the expanding security threat from the PLA. In observa-
tion of these findings, this thesis predicts that in the near term, Taiwan’s two main opposing political parties, 
the KMT and the DPP, will both increasingly adopt a centrist view toward its mainland policies, asserting 
its de facto sovereignty status and continuing to resist the mainland’s pressure for unification. Based on past 
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trends, Taiwan will likely continue to maintain its economic ties with the mainland and remain committed to 
its national defense in order to deter and defend against the PLA.
See full thesis text: https://calhoun.nps.edu/handle/10945/66056
Keywords: Republic of China, People’s Republic of China, Taiwan, China, Cross-Strait relations, national 
identity, national security, national defense, economy, international relations, Chen Shui-bian, Ma Ying-jeou, 
Tsai Ing-wen, Kuomintang, KMT, Nationalist Party, Democratic Progressive Party, DPP, One Country Two 
Systems, 1992 Consensus, One China Respective Interpretation, National Chung-Shan Institute of Science 
and Technology, Cross-Strait Services Trade Agreement, Economic Cooperation Framework Agreement, PLA, 
People’s Liberation Army
WHY DO DIFFERENT TYPES OF AUTHORITARIAN REGIMES 
PROVIDE DIFFERENT LEVELS OF PUBLIC GOODS?
Moises B. Diaz, Lieutenant, United States Navy
Master of Arts in Security Studies (Middle East, South Asia, Sub-Saharan Africa)
Advisor: Rachel L. Sigman, Department of National Security Affairs
Second Reader: Naazneen H. Barma, University of Denver
Why do different types of authoritarian regimes provide different levels of public goods? This thesis compares 
Chad’s personalist political regime to Gabon’s single-party regime in terms of their provision of different levels 
of public goods. The research suggests that a regime’s type, its survival strategies, and its vulnerability impact 
public goods distribution. More specifically, personalist regimes, like those in Chad since independence, that 
rely principally on coercive survival strategies are less likely to prioritize public goods distribution. By contrast, 
party regimes can use a wider array of survival strategies, including public goods provision, to remain in power. 
In both countries, greater oil revenue contributes to greater investments in public goods. The thesis informs 
theories of authoritarian regime behavior and political stability by examining the relationship between authori-
tarian regime type and public goods distribution in oil-producing states.
See full thesis text: https://calhoun.nps.edu/handle/10945/66064
Keywords: Africa, authoritarian regimes, public goods, single-party state, personalist, Chad, Gabon
CATCH-22: RELATIONS BETWEEN LABOR UNIONS 
AND MANAGEMENT IN PUBLIC SAFETY
Matthew Dudek, Captain, City of Troy (New York) Fire Department
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Cristiana Matei, Center for Homeland Defense and Security
Co-Advisor: Lynda A. Peters (contractor), Center for Homeland Defense and Security
In the United States, a small portion of firefighters are responsible for fire and emergency responses for a large 
segment of the population. Many of those firefighters are members of a labor union; in states that allow collec-
tive bargaining, the unions hold significant legal protections in regard to contract negotiations, job protection, 
and working conditions. The relationship between the firefighters’ unions and the government entities that 
employ their members can bring about positive collaboration or costly, ongoing battles that negatively impact 
services. Those who oppose unions point to the associated costs and the considerable sway unions hold over 
elected officials. Union activists, however, point to the job protections and benefits that unions negotiate and 
the continued need for employees to have a collective voice. In places where public sector unions are allowed, 
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labor and management must find a way to relate to each other in a manner that is fair and equitable to the 
union membership but that also ensures services provided to citizens are effective and efficient. This thesis 
concludes that collaboration and pursuit of shared interests benefit both labor and management, and acting 
outside of the legal frameworks of a unionized workforce is counterproductive and exacerbates the problem. 
Labor unrest drives costs through legal action and can reduce the level of service provided to taxpayers. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66066
Keywords: unions, public safety, labor, labor relations
HAS THE SUN SET ON THE GOLDEN HOUR?
Mark Euse, Major, United States Army
Master of Arts in Security Studies (Strategic Studies)
Advisor: James A. Russell, Department of National Security Affairs
Second Reader: Daniel J. Moran, Department of National Security Affairs
The golden hour rule—the belief that trauma patients are more likely to survive if they receive definitive care 
within 60 minutes of sustaining an injury—has shaped the U.S. military’s medical and operational strategies 
since 2009 and perhaps longer. The objective of this study was to explore the effectiveness of the golden hour 
as a strategic guideline for saving lives in combat operations and to compare it to the use of Tactical Combat 
Casualty Care (TCCC) and damage control surgical teams located at the forward edge of combat operations. 
A detailed review of data on the survivability of wounded servicemembers and civilians proved that there is no 
significant difference in survivability rates when the golden hour is preferred over TCCC. The 60-minute rule 
has been promoted based on opinion, anecdote, and incomplete data rather than evidence-based practice. This 
study opposes the continued use of the golden hour rule as an operational metric and instead proposes that 
the U.S. military combat health support doctrine stresses TCCC proficiency and mobile surgical intervention 
closest to the most likely point of injury.
See full thesis text: https://calhoun.nps.edu/handle/10945/66071
Keywords: the golden hour, Tactical Combat Casualty Care, TCCC, surgical team, special operations, medi-
cal evacuation
HOW CAN ARCHITECTURE MAKE COMMUNITIES AND URBAN 
ENVIRONMENTS MORE RESILIENT TO DISEASE?
Jeffrey A. Garofalo, Director of Grants Development, Fire Department of the City of New York (FDNY)
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Lauren S. Fernandez (contractor), Center for Homeland Defense and Security
Co-Advisor: Carolyn C. Halladay, Department of National Security Affairs
The thesis outlines a series of risk factors that will increase the frequency and intensity of disease outbreaks in 
the years to come. As COVID-19 has shown, an outbreak can occur at any time. Architecture can be an agent 
to help reduce the risk. By creating spaces that prioritize health-giving attributes—through the circulation of 
airflow, spatial design, biophilic elements, natural light, and selection of the right building materials—archi-
tecture can be built for healing, and to support infection control. In the 19th century, cities like London and 
New York implemented housing reforms to improve the living conditions in tenements and other dwellings. 
Back then, the incorporation of light, nature, and airflow into a building’s design was seen as a prescription for 
disease. In recent years, a growing body of research is confirming what the architects and planners from the 
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past deduced from theory and intuition: that the built environment can promote health and well-being, and 
reduce the public’s exposure to such respiratory infections as tuberculosis and COVID-19. Organizations like 
Mass Design Group and Archive Global have been applying lessons from the past to design spaces of the pres-
ent with health-giving intent. This thesis examines their work, along with their core strategies. Ultimately, this 
thesis advances a prescriptive model to shape the built environment to make it healthier and more resilient, and 
to reimagine how spaces function and operate.
See full thesis text: https://calhoun.nps.edu/handle/10945/66075
Keywords: architecture, building design and health, healing design, disease regulation, resilience, healthy 
buildings, urban design, built environment and health, indoor air quality and health
AN EFFECTIVE FUNDING STRATEGY FOR WASHINGTON 
STATE EMERGENCY MANAGEMENT PROGRAMS
Amy Gillespie, Deputy Director, Pierce County (Washington) Department of Emergency Management
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Glen L. Woodbury, Center for Homeland Defense and Security
Co-Advisor: Lauren S. Fernandez (contractor), Center for Homeland Defense and Security
The emergency management program in Washington State is vulnerable because it has no sustainable and 
stable funding source. This thesis identifies potential state and local funding and allocation methods that can 
possibly stabilize and sustain Washington State’s emergency management programs. Three case studies are con-
ducted in which the funding source, allocation method, and policy strategy are analyzed for each case. Various 
funding methods can be applied to emergency management programs in the state of Washington. Allocation 
methods have the potential to exacerbate disparities in communities with low income, high unemployment, or 
restricted access to services. Policy strategy analysis identifies themes for a successful implementation. A recom-
mendation is for Washington State to establish an Emergency Management Partnership. The partnership can 
identify critical emergency management services, examine funding needs, and provide a recommendation for 
implementing critical emergency management services across the state of Washington.
See full thesis text: https://calhoun.nps.edu/handle/10945/66076
Keywords: emergency management, funding, allocations, Washington State
LEVERAGING BYSTANDER EMERGENCE IN MASS CASUALTY INCIDENTS
Luke J. Hodgson, Director, Maryland-National Capital Region Emergency Response System
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Glen L. Woodbury, Center for Homeland Defense and Security
Co-Advisor: Lauren S. Fernandez (contractor), Center for Homeland Defense and Security
Following many recent intentional mass casualty incidents (MCIs), bystanders have come to the rescue, help-
ing those around them. These active bystanders, known as immediate responders, have saved lives by provid-
ing immediate care for life-threatening injuries, evacuating victims, and transporting the injured to hospitals. 
However, immediate responders also tend to overwhelm the closest hospital and inaccurately prioritize victims 
for treatment. Emergency responders must manage this emergent response to leverage the benefits of the extra 
help but to avoid unintended consequences. A literature review and analysis of recent MCIs reveals that exist-
ing planning assumptions do not account for bystander help; this thesis recommends a new paradigm for MCI 
management that takes into account the complexity of MCIs, including immediate responder emergence, and 
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includes suggestions for training incident commanders to operate in these novel and complex environments. 
The thesis also provides recommendations for encouraging bystanders to become immediate responders by 
creating a helping culture, which can include providing community training and bolstering laws to protect 
Good Samaritans.
See full thesis text: https://calhoun.nps.edu/handle/10945/66082
Keywords: mass casualty incident, MCI, bystander, civilian, emergency, immediate responder, public, first 
responder, mass casualty, mass violence, intentional, antagonistic, violent, Good Samaritan, disaster sociology, 
disaster psychology, bystander effect, disaster shock, disaster syndrome, Cynefin, incident command, incident 
commander, National Incident Management System, NIMS, emergence, community, victim, victims, emer-
gency medical services, EMS, command, incident management, Incident Command System, ICS
AMERICA’S THREE DOMESTIC THREATS AND THE NEED 
FOR A REFORM OF DOMESTIC INTELLIGENCE
Matthew L. Jackson, Lieutenant, United States Navy
Master of Arts in Security Studies (Homeland Security and Defense)
Advisor: Erik J. Dahl, Department of National Security Affairs
Second Reader: Cristiana Matei, Center for Homeland Defense and Security
The United States today faces three big threats domestically: Jihadist terrorism, Alt-Right terrorism, and great 
power competition (GPC), which can be characterized from a homeland security perspective as “great power 
incursion.” Instead of focusing their efforts on a single threat, such as the Soviet Union during the Cold War or 
Al-Qaeda right after 9/11, the current homeland intelligence structure consisting of the Department of Home-
land Security (DHS), Federal Bureau of Investigation (FBI), and state, local, tribal, and territorial (SLTT) law 
enforcement agencies now must focus attention on multiple threats simultaneously. Jihadist terrorism, Alt-
Right terrorism, or great power incursion could target the American homeland at any one time, and present 
DHS, FBI, and SLTT resources may not be enough to effectively combat them all. Under these circumstances, 
this thesis examines the following research question: In light of these dynamic homeland security threats, is 
there a need for a new, purely domestic intelligence service in the United States? This thesis discusses these 
threats and analyzes the current DHS, FBI, and SLTT law enforcement postures toward them. The research 
conducted for this thesis suggests that the current domestic intelligence agencies are not able to address this 
new confluence of threats sufficiently. Although no single, new domestic intelligence agency is needed, signifi-
cant reform is necessary.
See full thesis text: https://calhoun.nps.edu/handle/10945/66087
Keywords: Jihadist terrorism; Alt-Right terrorism; great power competition; GPC; great power incursion; 
domestic intelligence; Department of Homeland Security; DHS; Federal Bureau of Investigation; FBI; state, 
local, tribal, and territorial law enforcement; SLTT
11
SECURITY STUDIES
THE RELATIONSHIP BETWEEN GOVERNANCE AND CIVIL 
CONFLICT: A COMPARATIVE STUDY OF MALI AND CHAD
This paper has been recognized as outstanding by its department.
Georg W. Kolepke, Lieutenant Colonel, German Army
Master of Arts in Security Studies (Middle East, South Asia, Sub-Saharan Africa)
Advisor: Jessica R. Piombo, Department of National Security Affairs
Second Reader: Rachel L. Sigman, Department of National Security Affairs
This comparative case study examines two countries with similar security challenges but different conflict-
solving responses. It then analyzes the effects of neopatrimonialism, extraversion strategies, and the political 
instrumentalization of disorder on the governments’ divergent responses to conflict. By comparing two Sub-Sa-
haran African countries in the Sahel, Mali and Chad, this thesis concentrates on two countries that have been 
similarly affected by security challenges in terms of transnational extremism but have experienced different 
outcomes from their conflict-solving efforts. As a result, the analysis shows that different types of neopatrimo-
nialism, extraversion strategies, and political instrumentalization of disorder affect a country’s conflict-solving 
response. In the case of Mali, the country’s government seems to allow disorder and conflict to persist in order 
to have continued access to resource revenues that guarantee state survival and prop up weak patron-client net-
works. The Chadian government, by contrast, seems to be interested in a balanced approach to conflict man-
agement that allows the government to maintain access to oil revenues, further strengthen its regional position, 
and suppress its domestic opponents without criticism from the international community.
See full thesis text: https://calhoun.nps.edu/handle/10945/66092
Keywords: civil conflict, neopatrimonialism, extraversion, governments’ political behavior, threat perception, 
instrumentalization of disorder, Mali, Chad
WHY DID THE RUSSIAN FEDERATION ANNEX THE CRIMEAN PENINSULA 
AND INVADE THE DONBAS IN EASTERN UKRAINE IN 2014? 
Oleksandr Lavrynovskyi, Lieutenant Colonel, Ukrainian Ground Forces
Master of Arts in Security Studies (Strategic Studies)
Advisor: Anne L. Clunan, Department of National Security Affairs
Second Reader: Aleksandar Matovski, Department of National Security Affairs
The research discusses Russia’s aggression against Ukraine in 2014 and seeks to find the explanatory answer 
to this question: Why did the Russian Federation illegally annex the Crimean Peninsula from Ukraine and 
invade Donbas in 2014? The thesis studies and evaluates Russia’s hostilities toward Ukraine within the lenses of 
three hypothetical explanations—realist, constructivist, and regime survival—in two case studies: 1) annexa-
tion of the Crimean Peninsula from Ukraine and 2) invasion of Ukraine’s Donbas regions. The study finds that 
despite both cases occurring sequentially, the causal factors that prompted Russia toward aggression in Crimea 
and Donbas are different. The thesis argues that material factors are important and stay in the background of 
Russia’s decisions in both cases. They were not necessarily the most significant aspect in the case of Crimea’s 
annexation, but they were a factor in the case of Donbas’s invasion. However, cultural and ideational factors 
mattered most in both case studies. Besides, the research points out the importance of considering Russia’s 
internal domestic factors, which refer to the Kremlin’s regime survival. The latter has more explanatory power 
in the case of Crimea’s annexation. Consequently, the understanding of Russia’s motives in both case studies 
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provides important background for the further development of Ukraine-Russia relations and sheds light on the 
prospects of conflict termination between two states.
See full thesis text: https://calhoun.nps.edu/handle/10945/66094
Keywords: Ukraine, Crimea, Donbas, occupation, annexation, invasion, Russian Federation, international 
relations, realism, constructivism, domestic politics, foreign policy 
THE KEY TO LAWFUL ACCESS: AN ANALYSIS OF THE 
ALTERNATIVES OFFERED IN THE ENCRYPTION DEBATE
William R. Mack, Resident Agent in Charge, U.S. Secret Service, Department of Homeland Security
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Lynda A. Peters (contractor), Center for Homeland Defense and Security
Co-Advisor: Shannon A. Brown, Center for Homeland Defense and Security
This thesis examines the lawful access challenge that law enforcement and intelligence agencies face when seek-
ing to obtain communications and mobile electronic devices that cannot be penetrated and that include strong 
encryption protocols. This encrypted data is inaccessible despite government agencies holding court-approved 
search warrants and wiretap orders authorizing access. Technology companies, cryptographers, and privacy 
advocates have argued for years that allowing such lawful access for government agencies will leave Americans’ 
personal information vulnerable to cyber criminals and nation-state adversaries. These groups have offered 
alternatives to lawful access, which they argue can stand in lieu of the lawful access government agencies argue 
should be mandated. This thesis uses a policy options analysis to evaluate the viability of these alternatives to 
mandated lawful access. This thesis explores law enforcement and intelligence agencies’ need for access to en-
crypted data through a review of incidents in which access proved fruitful and incidents in which lack of access 
was detrimental to public safety, homeland and national security, criminal investigations, etc. This thesis finds 
that the alternatives offered in place of lawful access are not adequate in ensuring government agencies are able 
to fulfill their law enforcement and intelligence missions.
See full thesis text: https://calhoun.nps.edu/handle/10945/66100
Keywords: encryption, end-to-end, going dark, lawful hacking, lawful access
FAST KNOWLEDGE: INNOVATING IN HOMELAND SECURITY BY 
LEARNING IN NEAR REAL-TIME FOR HIGH-THREAT EVENTS
Michael J. Marino, Assistant Fire Chief, Prince George’s County (Maryland) Fire/EMS Department
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Cristiana Matei, Center for Homeland Defense and Security
Co-Advisor: Lauren Wollman (contractor), Center for Homeland Defense and Security
Knowledge is critical to the advancement of any organization, yet lessons learned and after-action reports are 
insufficient to learn from high-threat events by the homeland security enterprise (HSE). What differentiates 
sub-optimal from meaningful learning is a systemic learning culture and emphasis on sensemaking and speed. 
This thesis examines effective organizational learning frameworks that can be applied to the HSE to accelerate 
knowledge acquisition from major events in near real-time. The results demonstrate that speed is not inhibi-
tory to the learning process. Recommendations highlight the need for adaptive change in how the homeland 
security environment evolves through the creation of an entity responsible for organizational learning. Such an 
approach would also leverage local learning officers to achieve bi-directionality in a novel knowledge acquisi-
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tion process. A new framework for learning must also include a process for near real-time data collection and 
sensemaking, which would require both public-sector incubators as well as advocacy networks within a new 
systematic learning process. This approach to organizational learning is required so as not to repeat failures and 
to enable “fast learning” as threats and threat actors evolve. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66101
Keywords: organizational learning, knowledge management, innovation, after-action report, lessons learned, 
high-threat response, homeland security enterprise, HSE
DEFENDING AMERICAN DEMOCRACY IN THE POST-TRUTH AGE: 
A ROADMAP TO A WHOLE-OF-SOCIETY APPROACH
Katelyn M. Mason, Lead Intelligence Analyst, Northern California Regional Intelligence Center
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Christopher Bellavita (contractor), Center for Homeland Defense and Security
Co-Advisor: Rodrigo Nieto-Gomez, Department of National Security Affairs
False narratives increasingly threaten U.S. democratic society, and evolving adversaries and technology are 
making it more difficult for authorities and the public to differentiate between fact, opinion, and falsehoods. 
Despite experts proposing a variety of recommendations to mitigate this threat, the United States does not have 
a national-level strategy in place to combat deceptive messaging in a comprehensive and coordinated manner. 
The author analyzed over 170 recommendations for a U.S. strategy and found that many of them hinge on 
broad coordination between all U.S. stakeholders, which includes, but is not limited to, all levels of govern-
ment, private sector, academia, media, and civil society. To identify how the United States can achieve the coor-
dination needed to combat deceptive messaging, the author conducted a case study of the role of coordination 
in the European Union (EU) response to disinformation and an assessment of collective impact, a cross-sector 
coordination method used for complex social problems, for use in the United States. The conclusions of the case 
study and assessment endorse U.S. government practitioners to use collective impact and components of exist-
ing practices in the EU response to disinformation to build a coordinated national strategy to challenge those 
who wish to harm American democracy and U.S. interests via cyber-based deceptive messaging.
See full thesis text: https://calhoun.nps.edu/handle/10945/66105
Keywords: disinformation, deceptive messaging, post-truth, falsehoods, coordination, collective impact, for-
eign influence, government strategy, fake news, propaganda, whole-of-society, deepfake, European Union, EU
BEYOND THE FIRST 48: INCORPORATING NONTRADITIONAL 
STAKEHOLDERS INTO INCIDENT RESPONSE
Emily J. McLoughlin, Program Manager, Emergency Preparedness, Department of Public Safety  
Communications and Emergency Management, Arlington (Virginia) County Government
Master of Arts in Security Studies (Homeland Security and Defense)
Advisor: Shannon A. Brown, Center for Homeland Defense and Security
Second Reader: John Rollins, NPS Center for Homeland Defense and Security
During a catastrophic attack or cyber-attack on critical infrastructure, how can local emergency management 
agencies integrate nontraditional stakeholders successfully into incident response operations? A wide variety of 
stakeholders who are not traditionally involved in incident response will likely be critical at this time—such 
as human services, the transportation sector, and private-sector entities. This thesis first explores an academic 
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discussion of the current incident response framework, comprising the National Incident Management System 
(NIMS) and the Incident Command System (ICS). The thesis then uses a scenario based around a large-scale 
water outage to illustrate the potential cascading impacts and gaps of the status quo framework. The research 
shows that NIMS and ICS do not effectively incorporate nontraditional stakeholders into incident response op-
erations at the local government level, and that this framework should be reserved for traditional first respond-
ers working to stabilize life safety at an incident scene. This study highlights capabilities that local governments 
should focus on to ensure their organizational readiness to respond to a critical infrastructure outage that may 
have catastrophic impacts.
See full thesis text: https://calhoun.nps.edu/handle/10945/66108
Keywords: nontraditional stakeholders, private sector, critical infrastructure, emergency management, first 
responder, National Incident Management System, NIMS, Federal Emergency Management Agency, local 
government, state government
MODERNIZATION OF THE TURKISH NAVY: AN 
EXAMINATION OF FACTORS AND SIGNIFICANCE
Connor T. Murphy, Lieutenant, United States Navy
Master of Arts in Security Studies (Middle East, South Asia, Sub-Saharan Africa)
Advisor: Ryan Gingeras, Department of National Security Affairs
Second Reader: Glenn E. Robinson, Department of Defense Analysis
The Turkish navy has experienced a modernization in the twenty-first century. However, there is a lack of 
academic literature on the Turkish navy, an issue that hinders security and strategy analysts during a time of 
heightened tensions in the Eastern Mediterranean. This thesis examines the political factors and foreign policy 
decisions that caused a modernization in the country’s navy. Additionally, it addresses the capabilities and roles 
of the Turkish navy in the future due to its modernization efforts. In doing so, this thesis describes the history 
of the defense industry in Turkey, highlighting the shift from foreign procurement to domestic production. It 
explores the factors and significance surrounding the navy’s shift from primarily being a littoral force to having 
both littoral and blue water aspirations. Finally, this research concludes that a security dilemma and prestige 
propelled the Turkish navy toward modernization. While Turkey may not be as influential as other major 
states, if it continues its track of fleet modernization, its navy will be a key source of influence for the country.
See full thesis text: https://calhoun.nps.edu/handle/10945/66114
Keywords: Turkey, navy, modernization, naval policy, Turkish defense policy, Turkish foreign policy
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THE RESILIENCY OF THE AL-SHABAAB MOVEMENT IN SOMALIA 
Tess O’Neill, Captain, United States Air Force
Master of Arts in Security Studies (Middle East, South Asia, Sub-Saharan Africa)
Advisor: Mohammed M. Hafez, Department of National Security Affairs
Second Reader: Rachel L. Sigman, Department of National Security Affairs
Throughout Al-Shabaab’s history, the militant group has demonstrated enduring organizational resiliency in 
the face of concerted international counterterrorism efforts and turbulent internal dynamics. This thesis ex-
plores the factors that enabled the terrorist group’s success and resilience in East Africa by considering two 
severe low points in the group’s history, notably the failure of the Ramadan Offensive in 2010 and the death of 
Al-Shabaab emir Ahmed Godane in 2014. Both cases apply alternative hypotheses related to political context, 
organizational attributes, and counterterrorism failures and assess the hypotheses’ relevance to the case of Al-
Shabaab in Somalia. Al-Shabaab’s critical factors for resiliency provide insight into potential policy implica-
tions for Somalia and similarly situated conflict zones.
See full thesis text: https://calhoun.nps.edu/handle/10945/66120
Keywords: Al-Shabaab, resiliency, militant group, terrorist, terrorism, Somalia, Kenya, East Africa, Horn of 
Africa
ATTITUDES TOWARD REFUGEES: THE CASE OF VENEZUELAN 
MIGRANTS IN NEIGHBORING COUNTRIES
Hadder Rendon, Major, United States Air Force
Master of Arts in Security Studies (Western Hemisphere)
Advisor: Mariana Giusti Rodriguez, Department of National Security Affairs
Second Reader: Anne M. Baylouny, Department of National Security Affairs
The 2020 World Migration Report by the International Organization for Migration recognized that Colombia 
has accepted more Venezuelan migrants than any other nation in Latin America. Additionally, a December 
2019 article by The Brookings Institution identified Venezuela’s migratory crisis as the second largest in the 
world, trailing only the Syrian refugee crisis. The sheer size of Venezuela’s migration crisis is affecting all neigh-
boring countries on economic, political, and humanitarian fronts. Despite Colombia’s delicate socioeconomic 
landscape and struggle to care for its own citizens, it has welcomed Venezuelans, in particular, with open arms. 
However, in other countries that neighbor Venezuela, like Peru and Ecuador, the response to this immigration 
has varied significantly. Some countries have all but closed their borders, showing signs of fear and xenophobia. 
This research found that stronger historical ties between two nations enable a more welcoming reception of 
the sending country’s migrants. When two nations have not interacted much, however, the solidarity toward 
immigrants fades faster. Ultimately, understanding the influential factors can help shape policy, debunk mis-
conceptions about immigrants, and better equip governments to handle large influxes of people.
See full thesis text: https://calhoun.nps.edu/handle/10945/66130
Keywords: Venezuela, Colombia, Peru, migration, refugee, attitudes, acceptance, reception, rejection, hu-
manitarian, crisis, welcoming, solidarity, historical ties
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STATEWIDE ACCESS PROGRAMS: A KEY COMPONENT TO 
ELIMINATING THE POST-DISASTER ACCESS CHALLENGE
George Renteria, Emergency Services Section Chief, Department of Homeland Security
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Glen L. Woodbury, Center for Homeland Defense and Security
Co-Advisor: Shannon A. Brown, Center for Homeland Defense and Security
Although the United States has a well-defined incident management doctrine, it fails to fully integrate private 
sector response capabilities into national and local incident management efforts. The lessons learned from the 
2017 Hurricane and Wildfire Season underscored the need to improve coordination with the private sector to 
better assist communities in responding to and recovering from emergencies. This thesis examines how the im-
plementation of statewide access programs can better integrate private sector response capabilities into state and 
local disaster management efforts. Furthermore, it explores the purpose of an access program, the importance 
of access management during emergencies, and common post-disaster access-related challenges. Comparative 
analysis was used to examine U.S. incident management policies and practices regarding the concept of access 
management and the benefits associated with using access programs. Although use of an access program offers 
many benefits, key findings attribute the lack of widespread adoption to multiple factors, ranging from incon-
sistent policy guidance to inadequate prioritization of private sector access needs during emergencies. Rec-
ommendations include enacting state statutes, expanding the business emergency operations center network, 
developing interoperable access programs, and using federal grant programs to help government at all levels to 
more effectively integrate the private sector into incident management efforts.
See full thesis text: https://calhoun.nps.edu/handle/10945/66131
Keywords: post-disaster access, access management, access programs, private sector, business reentry, disaster 
response, emergency management
DISASTERS, FINANCES, NUTRIENTS, AND CLIMATE CHANGE: 
A CASE FOR WATERLESS SANITATION SYSTEMS
Ryan A. Smith, Director of Water Resource Recovery, City of Richmond, CA
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Rudolph P. Darken, Department of Computer Science
Co-Advisor: Thomas J. Mackin (contractor), Department of Computer Science
The practice of sewering (transporting with underground pipes) human excreta began in the mid-1800s and 
propelled the United States into the current wastewater paradigm. Water is the key element of wastewater 
conveyance, treatment, and disposal/reuse systems. Although this process has arguably improved quality of 
life, extending it to manage human excreta with water is becoming problematic due to water’s increasing scar-
city, mounting costs, contribution to greenhouse gas emissions, and deleterious environmental effects. This 
thesis sought to answer the following central research question: To what extent would an alternative means of 
managing human excreta benefit homeland security? Through appreciative inquiry and structured interviews 
with human subjects, research revealed that a method known as container-based sanitation has applications in 
multiple contexts. Container-based sanitation is rapidly deployable, scalable, and can be used in any situation in 
which traditional wastewater systems are nonoperable or nonexistent, such as disaster recovery, homelessness, 
and temporary encampments such as refugee camps or military bases.
See full thesis text: https://calhoun.nps.edu/handle/10945/66143
Keywords: wastewater, container-based sanitation, emergency management, excreta, open defecation, com-
post, greenhouse gas, sewer overflow, peak phosphorous, pollution, homeless, disasters, humanure, greywater, 
carbon sequestration, day zero, biosolids
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LITTORAL COMBAT GROUPS:  
ANSWERING THE NATION’S CALL IN SHALLOW WATERS
Matthew M. Smith, Lieutenant, United States Navy
Master of Arts in Security Studies (Strategic Studies)
Advisor: Daniel J. Moran, Department of National Security Affairs
Second Reader: Jeffrey E. Kline, Department of Operations Research
What is the ideal force structure for a Littoral Combat Group? This thesis examines the threats posed in the 
littoral environment and recommends a mixture of surface combatants to reduce the risk to forces operating 
in a contested littoral environment. By examining the major amphibious campaign conducted by the British 
in the Falklands War, valuable lessons were extracted and applied to this hypothetical combat group. Further 
analysis was applied to the theoretical work of naval strategists who have considered how littoral warfare should 
be conducted. The result has been the development of counterarguments to some of the more widely accepted 
recommendations. This thesis concludes that the Navy and Marine Corps are currently not well prepared for 
littoral combat, but that the scales can be tipped toward success by feasible revisions to command arrangements 
and the embarked force structure.
See full thesis text: https://calhoun.nps.edu/handle/10945/66141
Keywords: Littoral Combat Group, gray zone conflict, naval force structure, Marine Corps, Littoral Combat 
Ships
CLIMATE CHANGE, MIGRATION, AND EUROPEAN SECURITY
James D. Strunk, Lieutenant, United States Navy
Master of Arts in Security Studies (Europe and Eurasia)
Advisor: Carolyn C. Halladay, Department of National Security Affairs
Second Reader: Cristiana Matei, Center for Homeland Defense and Security
This thesis examines the threat climate change–induced migration (CCIM) poses to Europe. It emphasizes 
three key topics: (1) how climate change–induced migration might affect European state security; (2) the 
strengths and weaknesses of different intergovernmental organizations in response; and (3) what a North At-
lantic Treaty Organization (NATO) response would look like and cost. Lessons learned from prior migration 
events are combined with estimations of climate migration to produce actionable approximations of migration 
and migration routes. This thesis finds that millions of forced climate migrants will attempt to migrate to Eu-
rope over the next century: over 8 million by 2040, over 14 million by 2070, and over 23 million by 2100. Ad-
ditionally, this thesis finds that only NATO has the resources to ensure thorough coverage of migration routes 
and provide safety during migration at an approximate price tag of $12.2b a year. This thesis recommends early 
planning by NATO to respond to CCIM for two reasons. First, European states may fail under the weight 
of unmitigated CCIM. Second, European populist politicians may gain increased support with unmitigated 
CCIM. These politicians are overwhelmingly anti-European Union (EU), and some are pro-Russian. Increased 
populist presence in Europe could threaten EU existence and/or culminate with some European states being 
anti–United States.
See full thesis text: https://calhoun.nps.edu/handle/10945/66144




PREPARE TO FIGHT: IS THE NATIONAL ACTIVE-SHOOTER 
RESPONSE MODEL DUE FOR AN UPGRADE?
Suzanne E. Tannenbaum, Chief of Public Safety, Oregon State University
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Glen L. Woodbury, Center for Homeland Defense and Security
Co-Advisor: Shannon A. Brown, Center for Homeland Defense and Security
Documenting and analyzing the lessons learned from emergencies are essential to improve the training de-
signed to save lives. The goal of this thesis was to examine actual active-shooter events, training models for 
the response to active shooters, and emergency drills to determine whether the current training model of 
Run, Hide, Fight is sufficient or needs revision. This study of historical emergency training examined human 
responses to frightening situations, analyzed past active-shooter events, evaluated the tactics and strategies of 
shooters, and measured the effectiveness of the current training. The study found that active-shooter train-
ing may be more effective if instructions highlight the importance of constant situational assessment with an 
emphasis on the fluidity of the incident. Response decisions should change as the event evolves and dictates an 
appropriate response. Moreover, the evolution of decisions made during the event may increase the survivability 
rate. The Run, Hide, Fight model is effective, but increasing the importance of constant situational awareness 
and adaptive decision-making within the training program is recommended. The delivery of active-shooter 
training should focus less on linear progression—first run, next hide, and then fight—and more on what the 
situation dictates to be the best response. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66146
Keywords: active shooter; learning styles; training; flight; freeze; Run, Hide, Fight; emergency; school 
shootings
THE HIGH COST OF CHINA’S INVESTMENT IN AFRICAN 
COMMUNITIES: LOST LAND AND JOBS
Andrew Tibwa, Lieutenant Colonel, Uganda Land Forces
Master of Arts in Security Studies (Combating Terrorism: Policy and Strategy)
Advisor: Rachel L. Sigman, Department of National Security Affairs
Second Reader: Carolyn C. Halladay, Department of National Security Affairs
This thesis examines the economic and societal impacts of China’s investments in African communities in rela-
tion to displaced communities and the loss of land and jobs, with a focus on Zambia. The thesis asks: What is 
the impact of China’s investments on the ordinary African in terms of land ownership, business ownership, and 
employment opportunities? Case studies facilitate the examination of local population claims of lost land and 
jobs. This thesis finds that China’s investments in Zambia, especially in the mining sector and multi-facility 
economic zones development, have led to large-scale land acquisition and displacement of indigenous Zambi-
ans from their ancestral lands, leaving most rural communities landless and with inadequate access to social 
services. Moreover, where resettlement of displaced persons is implemented, there are issues of food insecurity, 
marginalization, and psychological stress. Additionally, local Zambian unemployment is increasing dramati-
cally as Chinese firms hire fellow Chinese rather than Zambians, and small and medium businesses are com-
peting with local Zambian traders for market space and customers. Given these findings, it is recommended 
that Zambia’s government improve implementation of the land-acquisition policy framework to regulate land 
acquisitions. Further, regulation of Chinese businesses should be strengthened, along with a revision of the im-
migration policy and issuance of immigrant work permits.
See full thesis text: https://calhoun.nps.edu/handle/10945/66036
Keywords: China, Africa, Zambia, investment, land acquisition, jobs, displacement, local communities
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MODELING FOR SUCCESS: STRENGTHENING HOMELAND SECURITY 
THROUGH VOCATIONAL-BASED OFFENDER PROGRAMMING
Brently C. Travelbee, Emergency Management Section Chief, Michigan Department of Corrections
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Lauren S. Fernandez (contractor), Center for Homeland Defense and Security
Co-Advisor: Rodrigo Nieto-Gomez, Department of National Security Affairs
Incarceration rates in the United States are among some of the highest in the world, and offenders’ returning to 
confinement is an issue that needs reform. Correctional agencies need to identify programs to prepare offenders 
for a better chance at a successful reintegration into society. While many methods attempt to reduce recidivism, 
research shows that unemployed offenders are overwhelmingly more likely to return to prison than offenders 
who obtain stable, living-wage jobs with advancement opportunities. This thesis investigated vocational-based 
programs for offenders to identify best practices and potential gaps as well as program components that support 
offender success through job skill training. The research methodology consisted of a literature review, qualita-
tive analysis, and a local case study of the Michigan Department of Corrections’ Vocational Village program. 
Because the research uncovered very little information and data for vocational-based training for offenders, this 
thesis attempted to fill that gap by constructing a conceptual model for vocational program development that 
starts with a mission statement and ends with continuous program improvement. Using the information con-
tained within this thesis, agencies might construct a tailored model or framework for instituting a vocational-
based program.
See full thesis text: https://calhoun.nps.edu/handle/10945/66037
Keywords: vocational, prison, offenders, recidivism, offender success, prisoner programming, incarceration, 
parole, corrections, rehabilitation
RUSSIAN MILITARY DIPLOMACY CONSIDERED: THE S-400 SALE TO TURKEY
Robert K. Wallace, Major, United States Marine Corps
Master of Arts in Security Studies (Europe and Eurasia)
Advisor: Ryan Gingeras, Department of National Security Affairs
Second Reader: Anne L. Clunan, Department of National Security Affairs
Nations are not always at war and militaries are not always in combat. As a result, countries often employ 
their militaries in ways other than combat operations. Historically studied as security or defense cooperation 
and recently reclassified as Military Diplomacy (MD), these actions play a significant role in the relationships 
between nations. This thesis defined MD, highlighted military arms sales as a core element of Russian MD, 
known as Military-Technical Cooperation (MTC), and then evaluated recent military-military interactions 
between Turkey and Russia as a case study for Russian military arms sales in action. In this instance, Russia 
and Turkey set aside past concerns and established a relationship that Russia exploited to achieve a significant 
military arms sale with far-reaching foreign policy consequences.
See full thesis text: https://calhoun.nps.edu/handle/10945/66043
Keywords: Russia, Turkey, foreign policy, Military Diplomacy, MD, Military-Technical Cooperation, MTC, 
military sales, S-400, Putin, Erdogan
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LONE ACTOR TERRORISTS: THE PERFORMANCE OF HEGEMONIC 
MASCULINITY THROUGH ACTS OF VIOLENCE
Beth Windisch, Regional Prevention Coordinator,  
Office for Targeted Violence and Terrorism Prevention, Department of Homeland Security
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: David W. Brannan (contractor), Center for Homeland Defense and Security
Co-Advisor: Tristan J. Mabry, Department of National Security Affairs
As the United States faces the threat of lone actor terrorism, researchers have struggled to reach a consensus on 
how to profile these actors and fully understand causation and motivation. The media frequently report attack-
ers’ histories of gender-based violence; however, there is a lack of gendered analysis of lone actor terrorism. This 
thesis explores the role of gender-based violence and hegemonic masculinity in the radicalization and attacks 
carried out in the United States by post-9/11 lone actor terrorists. It finds that a majority of the attackers ex-
perienced stressors related to the performance of hegemonic masculinity, a culturally constructed set of norms 
that values dominance and accomplishment in terms of wealth, heterosexual romantic partners, and control. 
This thesis explores these stressors as identity threats in the context of social identity theory. In the absence of 
group dynamics, it connects referent informational influence to social identity theory concepts and radicaliza-
tion models for lone actor terrorists. This thesis presents a thematic diagram that coalesces social identity theory 
with lone actor terrorism, radicalization, and studies of hegemonic masculinity. Furthermore, this thesis finds 
that collecting data on gender-based violence will be critical to understanding lone actor terrorism and violence 
prevention strategies.
See full thesis text: https://calhoun.nps.edu/handle/10945/66050
Keywords: lone actor terrorism, lone wolf terrorists, masculinity, social identity theory, radicalization, gender, 
gender-based violence
THE PERFECT STORM: CLIMATE-INDUCED MIGRATION TO THE UNITED STATES
This paper has been recognized as outstanding by its department.
Katelin M. Wright, Senior Immigration Services Officer III,  
U.S. Citizenship & Immigration Services, Department of Homeland Security
Master of Arts in Security Studies (Homeland Security and Defense)
Co-Advisor: Christopher Bellavita (contractor), Center for Homeland Defense and Security
Co-Advisor: Rodrigo Nieto-Gomez, Department of National Security Affairs
From the Mariel boatlift in the 1980s to the recent mass migration of familial units from the Northern Triangle 
in 2019, the United States has consistently been unprepared to handle mass migration events. With the world 
approximately 1.0°C warmer than pre-industrial levels, climatic-driven migration events will now challenge the 
U.S. borders. This thesis explores how the United States might prepare to handle cross-border climate change–
induced migration from a homeland security perspective. Using the research methodology of scenario plan-
ning, this study assesses the many ways the future might unfold by focusing on intersecting global megatrends 
and an array of global warming projections in the year 2050. As a result, this thesis finds that regardless of how 
the world chooses to combat global warming in the coming decades, migration will continue. If the United 
States is to prepare for such a future, regional agreements and national legislation will be necessary. In turn, if 
leveraged correctly, climate migrants can help the United States compete with future emerging economies. This 
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thesis ultimately concludes that a proactive approach to cross-border climate change–induced migration might 
not only benefit climate migrants but also the future resiliency of United States well into the mid-century. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66051
Keywords: immigration, migration, climate change, climate change-induced migration, environmental deg-
radation, scenario planning, future thinking, policy, law, immigration nationality act, human displacement, 
refugee, homeland security, borders, geoengineering, renewable energy, mass migration, megatrends, resource 
stress, climate migrant, cross-border displacement
VIDEO GAMING AND BEHAVIORAL DISORDERS ASSOCIATED WITH MASS SHOOTINGS
Daniel Y. Ye, Lieutenant, United States Navy
Master of Arts in Security Studies (Homeland Security and Defense)
Advisor: Erik J. Dahl, Department of National Security Affairs
Co-Advisor: Carolyn C. Halladay, Department of National Security Affairs
The recent aftermath of mass shootings in the United States has caused some experts, as well as President 
Donald Trump, to speculate that a link may exist between violent acts and video gaming. Mass shootings have 
become a severe problem in America. The National Institute of Justice research has shown that 20 percent of 
all public mass shootings in the U.S. have occurred between 2014 and 2019. This thesis examines the effects 
of video gaming on mental health and the link between violent video games and mass shootings and offers 
skeptical views by other experts who argue no link exists between mass shootings and video games. Factors 
associated with violence involving video games and the gamers’ behavior may explain what inspires the mass 
shooters. Although not all video gamers become violent, this thesis contends it is likely individuals with under-
lying conditions may be vulnerable to committing violent acts by developing internet gaming disorder (IGD).
See full thesis text: https://calhoun.nps.edu/handle/10945/66053
Keywords: violent, video games, aggression, shootings, attacks, mass, influence, internet gaming disorder, 
IGD, American Psychiatric Association, APA, addicting
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CASE STUDY OF SOFTWARE DEVELOPMENT IN THE DOD
Amy Hsu, Captain, United States Marine Corps
Master of Business Administration
Robert Patterson, Captain, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Glenn R. Cook, Department of Information Sciences
Second Reader: Thomas J. Housel, Department of Information Sciences
The Department of Defense (DOD) and its components have been pushing to consolidate their information 
technology infrastructure in order to reduce cost and waste of unused resources and increase the efficiency, ef-
fectiveness, and security of the infrastructure. Technology Services Organization (TSO), a Marine Corps unit, 
recently migrated its software development environment from the Marine Corps Worldwide (MCW) network 
to the Marine Corps Enterprise Network (MCEN), where software development is restrictive. Now TSO is set-
ting its sights on optimizing its development process and eventually transitioning to DevSecOps and the cloud. 
This case study explored the software development methodology and environments of similar organizations 
within the DOD and examined how TSO might improve software development performance metrics and pro-
ceed to a DevSecOps environment. Two of the three organizations interviewed employ agile and pseudo-agile 
methodologies, and the third is in the process of transitioning to DevSecOps. Organizations familiar with agile 
methodologies are best suited for the transition but will still face challenges. Management and DevSecOps 
teams can overcome these challenges by focusing on their people, processes, and tools.
See full thesis text: https://calhoun.nps.edu/handle/10945/66085
Keywords: software development, code migration, cloud migration, DevSecOps, case study, Technology Ser-
vices Organization, TSO, Marine Corps Worldwide, MCW, Department of Defense, DOD























LINE OF SIGHT ANALYSIS USING A FEEDFORWARD NEURAL NETWORK AND 
ONE-METER RESOLUTION DIGITAL ELEVATION MODEL (DEM) MAP DATA
John M. Grant, Civilian, Department of the Navy
Master of Science in Engineering Science (Aerospace Engineering)
Advisor: Brian M. Wade, U.S. Army TRADOC Analysis Center 
Co-Advisor: Joshua H. Gordis, Department of Mechanical and Aerospace Engineering
The importance of maximizing one’s Line of Sight (LOS) while minimizing enemy LOS is of critical impor-
tance in war. LOS between an observer and a target exists if a straight-line vector between the observer and tar-
get is not intersected by terrain. Many sensors and kinetic or non-kinetic weapons and enablers require intervis-
ibility between the shooter and target for employment. A means to analyze a terrain map and determine one’s 
LOS would aid route planning onboard aircraft to minimize exposure to ground-based sensors. Furthermore, 
most LOS programs are computationally expensive to run at scale, making any such analysis on board small 
aircraft generally unavailable to analyze a large terrain set or to analyze many LOS vectors between formations 
of sensors/shooters and targets. An LOS machine-learning estimate may solve this problem by reducing compu-
tational time, allowing a large number of LOS calculations to be performed with relatively small computation 
resources found on a laptop. Rapid and computationally efficient LOS calculations would aid warfighters in 
either maximizing their LOS (such as for an anti-aircraft missile placement) or minimizing their LOS (such 
as for a vulnerable helicopter needing to hide from potential enemies). The goal of this work is to determine 
whether such a machine-learning model can reduce the computation time for a large set of LOS calculations as 
compared to traditional LOS calculation methods with minimal loss in accuracy.
See full thesis text: https://calhoun.nps.edu/handle/10945/66077
Keywords: line of sight, LOS, neural network, machine learning, terrain analysis, path planning, Python, 
Keras, DEM





MASTER OF SCIENCE  
IN  
APPLIED CYBER OPERATIONS
THE FIFTH MASQUERADE: AN INTEGRATION EXPERIMENT OF MILITARY 
DECEPTION THEORY AND THE EMERGENT CYBER DOMAIN
Justin J. Green, Gunnery Sergeant, United States Marine Corps
Master of Science in Applied Cyber Operations
Advisor: Neil C. Rowe, Department of Computer Science
Second Reader: Kalev I. Sepp, Department of Defense Analysis
For centuries, militaries throughout the world have used deception techniques to gain competitive advantage in 
warfare. This thesis evaluated the effect of deception with a particular commercial product within cyberspace. 
It measured the effect of its deception on the ability of attackers to achieve their objectives. The results of our 
experiments showed the deception could slow cyber-attacks. These results also suggested several future research 
opportunities and implementation strategies for deception in cyberspace operations.
See full thesis text: https://calhoun.nps.edu/handle/10945/66078
Keywords: military deception, cyberspace operations, cyberspace deception
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APPLIED MATHEMATICS
A CRYPTOGRAPHIC ANALYSIS OF BLUETOOTH’S HUMAN-
MACHINE AUTHENTICATED KEY EXCHANGE PROTOCOLS
This paper has been recognized as outstanding by its department.
Michael E. Troncoso, Captain, United States Marine Corps
Master of Science in Applied Mathematics and Master of Science in Computer Science
Advisor: Britta Hale, Department of Computer Science
Co-Advisor: Pantelimon Stanica, Department of Applied Mathematics
As Bluetooth is firmly ensconced as one of the leading standardizations for wireless communication, it becomes 
imperative to rigorously quantify its security. To forward this quantification, we conduct a comprehensive 
analysis of Bluetooth’s user-mediated authenticated key exchanges, Numeric Comparison and Passkey Entry, 
in both the computational and formal cryptographic settings. Due to the reliance on intertwined human and 
machine functions in the specification of these cyborg protocols, new attack vectors arise for hostile actors 
to exploit. Consequently, we model a realistic adversary, one not only with access to both the user-to-device 
interfaces and device-to-device communication channels simultaneously, but also with the capability to com-
promise device display and input mechanisms. Our analysis shows that while Numeric Comparison and Initia-
tor/Responder-Generated Passkey Entry achieve at least basic levels of security in our model, User-Generated 
Passkey Entry is insecure in the model. Furthermore, the categories of attacks depicted herein function as a 
blueprint for the compromise of other protocols with an active user component. To rectify the issues discovered 
by our analysis, we present the provably secure Dual Passkey Entry protocol with the Secure Hash Modification 
for addition to the Bluetooth standardization. Dual Passkey Entry demonstrates that full CYBORG security is 
a realistic and achievable goal with limited change to defined protocols.
See full thesis text: https://calhoun.nps.edu/handle/10945/66038
Keywords: Bluetooth, authenticated key exchange, cyborg protocols, secure connections, Secure Simple 
Pairing Numeric Comparison, Passkey Entry, computational analysis, formal analysis, Tamarin
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BUILDING AND TESTING AN INCOMPRESSIBLE THERMALLY 
INSULATING COLD TEMPERATURE DIVING WETSUIT
Shane L. Martin, Lieutenant, United States Navy
Master of Science in Applied Physics
Advisor: Emil P. Kartalov, Department of Physics
Second Reader: Dragoslav Grbovic, Department of Physics
Thermal protection for divers is critical and needs improvement. The goal is to have a full wetsuit that will 
insulate the human body from the colder temperature of the water at the depth at which a diver is submerged. 
I designed, fabricated, and built a fully thermal passive insulation wetsuit using composite material based on 
microspheres to be able to comfortably fit on a human to minimize restriction while diving and performing 
duties underwater. During testing in the open ocean, the composite wetsuit was proven to be superior to neo-
prene wetsuits by several degrees Fahrenheit. This composite wetsuit has a three-millimeter neoprene wetsuit 
for mobility and performs better than a seven-millimeter neoprene wetsuit for warmth. By improving divers’ 
thermal protection in water, the composite wetsuit will enhance their job performance and increase the amount 
of time they can spend underwater.
See full thesis text: https://calhoun.nps.edu/handle/10945/66103
Keywords: diving, thermal protection, insulation, change in temperature, composite wetsuit
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A MACHINE LEARNING APPROACH TO ENABLE MISSION 
PLANNING OF TIME-OPTIMAL ATTITUDE MANEUVERS
This paper has been recognized as outstanding by its department.
Reed R. Smith Jr., Lieutenant Commander, United States Navy
Master of Science in Astronautical Engineering
Co-Advisor: Mark Karpenko, Department of Mechanical and Aerospace Engineering
Co-Advisor: Brian M. Wade, U.S. Army TRADOC Analysis Center 
Time-optimal spacecraft rotations have been developed and implemented on orbiting spacecraft, highlighting 
opportunities for improving slew performance. Double-digit reductions in the time required to slew from one 
attitude to another have been demonstrated. However, the ability to perform mission planning to make use of 
minimum time slewing maneuvers is largely precluded by the need to compute a numerical solution to find 
a single minimum time maneuver control trajectory. Machine learning approaches can eliminate the need to 
generate problem solutions by approximating time-optimal maneuver times with sufficient accuracy for plan-
ning using only the initial and final attitude requirements. The advantages of time-optimal spacecraft ma-
neuvers, a planning construct for evaluating legacy and machine learning maneuver time generators, and the 
machine learning processes that enable this approach are outlined. Compared to legacy planning techniques, 
time-optimal slew approximations yield target collection increases of 3% to 24% for an example planning 
framework.
See full thesis text: https://calhoun.nps.edu/handle/10945/66142
Keywords: optimal control, trajectory optimization, genetic algorithm, machine learning, supervised learning, 
neural network, linear regression, path planning, trajectory planning, optimal maneuvers, time-optimal rota-
tions, spacecraft control, mission planning, remote sensing, remote sensing planning
BOOLEAN XOR ENDPOINT CONSTRAINTS IN  
CONTINUOUS-TIME OPTIMAL CONTROL PROBLEMS 
This paper has been recognized as outstanding by its department.
Elliott L. VonWeller, Lieutenant Commander, United States Navy
Master of Science in Astronautical Engineering
Advisor: Mark Karpenko, Department of Mechanical and Aerospace Engineering
Second Reader: Brian M. Wade, U.S. Army TRADOC Analysis Center 
In continuous-time optimal control problems, constraints must be satisfied as a set of logical conjunctions. In 
many practical space missions, however, the end-point functions may contain disjunctions. This thesis presents 
an approach for handling these end-point function disjunctions as part of a single continuous-time trajectory 
optimization problem. The approach embeds continuous representations of discrete logic operators as part of 
the problem formulation in order to model the disjunctions. The application of this new concept is first ana-
lyzed and illustrated for a canonical double integrator model as a proxy for practical space flight applications. It 
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is then shown how the approach can be used to efficiently allow an algorithm to choose the minimum effort or 
minimum time attitude rotation for a rigid spacecraft amongst a set of possible terminal attitudes.
See full thesis text: https://calhoun.nps.edu/handle/10945/66041
Keywords: costate, covector, DIDO, Hamiltonian, Lagrangian, optimal control
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DEVELOPMENT TIME OF ZERO-DAY CYBER EXPLOITS  
IN SUPPORT OF OFFENSIVE CYBER OPERATIONS
Konstantinos Bompos, Captain, Hellenic Army
Master of Science in Computer Science
Advisor: Alan B. Shaffer, Department of Information Sciences
Co-Advisor: Gurminder Singh, Department of Computer Science
Zero-day vulnerabilities are those that have not previously been identified and thus are in their zeroth day of 
existence. These vulnerabilities are the most potentially damaging from a cyber defense perspective because 
the defender is unaware of their existence and a malicious attacker can exploit them to take control of a system 
without the owner’s consent or knowledge. Zero-day vulnerabilities are also highly valuable to offensive cyber 
operations as they may be exploited before defenders are aware of their existence or can patch their systems to 
adequately defend them. This comprehensive study of zero-day vulnerabilities is focused on showing them to 
be a vital factor in cyber operations. Offensive cyber operators can benefit from techniques that help acceler-
ate the development time of a zero-day exploit. In contrast, defenders and vendors can reduce their response 
time by improving their methodology to discover and patch zero-day vulnerabilities. This research provides an 
extensive review of zero-day vulnerabilities and examines their overall impact on targeted system security. We 
present characteristics of a system that increase its susceptibility to zero-day vulnerabilities and security mea-
sures to improve the zero-day vulnerability awareness of the defender. We also propose techniques for reducing 
the development time of zero-day exploits to enhance offensive cyber operations.
See full thesis text: https://calhoun.nps.edu/handle/10945/66106
Keywords: cyber, security, cybersecurity, exploit, zero-day vulnerability, zero-day exploit, offensive cyberspace 
operations
UNMANNED OCEAN LOGISTICS VESSEL-BASED DISRUPTION-TOLERANT NETWORK
Jun Liang Chan, Civilian, Singapore Technologies Engineering Ltd, Singapore
Master of Science in Computer Science
Advisor: Justin P. Rohrer, Department of Computer Science
Second Reader: Geoffrey G. Xie, Department of Computer Science
Network connectivity is sparse in the marine environment where there is a lack of wireless infrastructure. The 
mobility of ships, along with fluctuating sea surfaces, makes maintaining end-to-end connectivity between 
ships highly challenging. As an alternative to costly satellite links, we propose a disruption-tolerant network 
(DTN) for communications that leverages on unmanned vessels performing logistics operations to concur-
rently act as nodes to store, carry, and forward messages from ship to ship. In our novel approach, rather than 
relying on opportunistic contact between vessels while they are performing their logistics operations, the un-





manned vessels are directed by our movement models. Finally, we design and simulate various scenarios using 
the ONE simulator to validate our models.
See full thesis text: https://calhoun.nps.edu/handle/10945/66044
Keywords: disruption-tolerant network, DTN, ONE simulator
ORION: ON-DEMAND REGISTRATION AND REVOCATION 
IN ON-THE-MOVE NETWORKS
Jack J. Chang, Captain, United States Marine Corps
Master of Science in Computer Science
Advisor: Geoffrey G. Xie, Department of Computer Science
Co-Advisor: Gurminder Singh, Department of Computer Science
The management complexity, hardware limitations, and lack of scalability in the Marine Corps’ traditional net-
working infrastructure creates an opportunity gap that can be filled by software-defined networking (SDN). At 
the same time, mobile ad-hoc networks (MANETs) have proved to be indispensable in austere environments, 
allowing tactical units to communicate without the need for permanent infrastructure. Anticipating the pro-
liferation of mobile hand-held technology, a case is made for On-Demand Registration/Revocation in On-the-
Move Networks (ORION), a flexible public key infrastructure (PKI) authentication framework for ad-hoc mo-
bile devices. Resembling a localized extension of DISA’s Purebred solution, ORION was designed specifically 
for tactical edge networks. ORION combines the centralized management and programmable capabilities of 
SDN with the decentralized, self-healing properties of MANET into one scalable, autonomous, interoperable 
system. The proposed model is designed, developed, and evaluated to demonstrate that forward-deployed, 
SDN-hosted Certificate Authorities are capable of providing PKI services to edge devices under adversarial 
network conditions characterized by low bandwidth, high latency, and high loss probabilities.
See full thesis text: https://calhoun.nps.edu/handle/10945/66055
Keywords: software-defined networks, SDN, mobile ad-hoc networks, MANET, Internet of Things, IoT, 
public key infrastructure, PKI, authentication, authorization, Certificate Authority, CA, key management
EVASION OF HONEYPOT DETECTION MECHANISMS THROUGH 
IMPROVED INTERACTIVITY OF ICS-BASED SYSTEMS
This paper has been recognized as outstanding by its department.
Jeffrey T. Dougherty, Civilian, Student, CyberCorps Scholarship for Service
Master of Science in Computer Science
Advisor: Thuy D. Nguyen, Department of Computer Science
Co-Advisor: Neil C. Rowe, Department of Computer Science
In recent years critical-infrastructure systems, particularly smart electrical grids, have become dependent on 
computer control systems and thus increasingly vulnerable to cyber attack. Attempts to defend these systems 
with deceptive decoys (i.e., honeypots)  have been hampered by unconvincing feedback to attackers about the 
state of the physical processes the honeypots supposedly control. We constructed a high-interaction honeypot 
for a microgrid that used a physics-based electrical-grid simulation to provide realistic responses to intruders. 
To create a diverse data corpus, we deployed the honeypot in two configurations, one with a supervisory control 
and data acquisition (SCADA) human-machine interface layer and one without. Both honeypots elicited real 
attacks and successfully evaded the Shodan search engine’s Honeyscore, a widely known automated honeypot 
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detection system. The collected data was analyzed to determine traffic patterns and attackers’ behavior, and the 
results suggest promising avenues for further research. This work contributes to the research and development 
of intelligent behavior-based intrusion detection systems to better defend national critical infrastructure and 
DOD systems, both afloat and ashore.
See full thesis text: https://calhoun.nps.edu/handle/10945/66065
Keywords: honeypot, industrial control systems, ICS, cybersecurity, cyberdeception
COMPARISON RESEARCH FOR OS ETHEREUM BLOCKCHAIN AND  
IBM ENTERPRISE-LEVEL HYPERLEDGER TECHNOLOGY 
APPLIED IN AUTONOMOUS NAVY UNCLASSIFIED SOFTWARE 
DISTRIBUTION BASED ON BLOCK TIME AND SCALABILITY 
Nur Endah Dwijayanto, Lieutenant Commander, Indonesian Navy
Master of Science in Computer Science
Advisor: James B. Michael, Department of Computer Science
Co-Advisor: Peter R. Ateshian, Department of Computer Science
The U.S. Navy seeks to leverage emerging technologies to manage massive amounts of data from multiple 
geographically separated systems. It is aware of the importance of data usage and data transfer in supporting 
its operations. Data management requires a data transfer system that is safe, fast, and scalable. Autonomous 
Navy Unclassified Software Distribution (ANUSD) is an application for delivering software to all nodes on 
the Navy’s enterprise network based on blockchain technology. Blockchain is the right candidate and emerging 
solution to ensure the triad of confidentiality, integrity, and availability. In this thesis, we perform a compari-
son of public blockchain and private blockchain with the aim of determining which one would perform better 
in conjunction with ANUSD. We used an IBM Hyperledger (private blockchain) network and an Ethereum 
blockchain (public blockchain) network as the basis of the comparative analysis of their latency and scalability. 
We compared the transactions per second (TPS) achieved with Ethereum against that of Hyperledger with 
the ANUSD application installed. The results showed that as we scaled up the Ethereum network, there was a 
significant increase in TPS. In contrast, increasing scalability did not have a significant impact on TPS for the 
Hyperledger network.
See full thesis text: https://calhoun.nps.edu/handle/10945/66068
Keywords: blockchain, IBM Hyperledger, Ethereum blockchain, Autonomous Navy Unclassified Software 
Distribution, ANUSD, transactions per second, TPS
MISSION-BASED UAV SWARMS: BASE DEFENSE
Casey G. Escamilla, Captain, United States Marine Corps
Master of Science in Computer Science
Advisor: Duane T. Davis, Department of Computer Science
Co-Advisor: Kathleen B. Giles, Systems Engineering Program Office
Forward Operating Base (FOB) defense is a manpower-intensive mission that takes valuable resources away 
from the operational mission. While increasingly capable unmanned aerial vehicles (UAVs) might perform 
many of the mission tasks, current doctrine does not adequately address their inclusion. In particular, the as-
sumed one-to-one ratio of operators to vehicles does not account for increasing UAV autonomy. This thesis 
describes the development and testing of an autonomous FOB defense capability using the Advanced Robotic 
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Systems Engineering Laboratory (ARSENL) swarm system. Development leveraged the Mission-based Archi-
tecture for Swarm Composability (MASC) for development of complex swarm behaviors in a mission-focused, 
top-down manner. This approach enabled the development of a doctrinally grounded base-defense tactic in 
which arbitrary mixes of fixed-wing and quadrotor UAVs autonomously assigned and performed all required 
FOB defense roles: perimeter surveillance, key area search, contact investigation, and threat response. The tac-
tic was extensively tested in a software-in-the-loop simulation environment and demonstrated during live flight 
field exercises. Experimental results are discussed using measures of effectiveness and measures of performance 
that were developed over the course of this research.
See full thesis text: https://calhoun.nps.edu/handle/10945/66070
Keywords: unmanned air vehicle, UAV, swarm, Mission-based Architecture for Swarm Composability, MASC, 
unmanned, autonomous, Advanced Robotic Systems Engineering Laboratory, ARSENL, software in the loop
UNDERSTANDING THE ADVERSE EFFECTS OF ACCELERATING 
REINFORCEMENT LEARNING WITH HUMAN TRAINERS
This paper has been recognized as outstanding by its department.
Brandon R. Hee, Captain, United States Marine Corps
Master of Science in Computer Science
Advisor: Geoffrey G. Xie, Department of Computer Science
Second Reader: Vinnie Monaco, Department of Computer Science
Recent advances in reinforcement learning (RL) have propelled the idea that artificially intelligent agents may 
one day replace humans in performing complex tasks. There are numerous challenges associated with moving 
RL from a simulated environment to the real world. In particular, understanding the decision-making process 
of the RL agents and ascertaining the viability of use in safety-constrained environments are key challenges. An 
evolving approach to addressing these challenges is to impart human knowledge into the learning algorithms. 
Through a comprehensive evaluation using a Pong RL agent, this thesis provides evidence that incorporating 
human influence into an RL algorithm can cause a strategy conflict and impede learning. In particular, it 
shows that (i) there is an inflection point measured by training episodes with respect to the positive effect of 
incorporating human influence for the Pong agent and that (ii) if human influence is not decayed beyond the 
inflection point, the negative effect can intensify and eventually undo all prior training gains.
See full thesis text: https://calhoun.nps.edu/handle/10945/66081
Keywords: reinforcement learning, RL, artificial intelligence, human trainer, Atari 
ENHANCING EFFECTIVENESS AND COST-EFFICIENCY OF INDIVIDUALIZED 
SHIPHANDLING TRAINING USING VIRTUAL ENVIRONMENTS
Joseph K. Holliday, Lieutenant Commander, United States Navy
Master of Science in Computer Science
Advisor: Perry L. McDowell, MOVES Institute
Co-Advisor: Rudolph P. Darken, Department of Computer Science
Shiphandling training is a costly and time-consuming process for the United States Navy, requiring a large 
space to house an artificial bridge, projectors, contracted staff to set up and control the environment, and a 
full complement of relatively equally skilled personnel to man various shiphandling roles. Additionally, Navy 
personnel require costly travel to these trainers unless such a training facility is located near their command. 
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There is currently no standard training mechanism to handle such training on an individual basis or while 
underway. This thesis proposes that individualized shiphandling training can be conducted in an efficient and 
cost-effective manner using virtual reality technology. This thesis is limited to a working prototype of a virtual 
environment containing a ship that can be navigated by the user from the perspective of a conning officer. The 
user can wear a head-mounted display (HMD) that displays the bridge and the surrounding ocean environ-
ment and can provide voice commands to the virtual helmsman. The virtual helmsman will respond appropri-
ately to these commands and steer the ship accordingly.
See full thesis text: https://calhoun.nps.edu/handle/10945/66083
Keywords: training, virtual reality, VR, head-mounted display, HMD, shiphandling, voice recognition
BIOLOGICALLY INSPIRED AUTOMATIC TARGET  
DETECTION, CLASSIFICATION, AND TRACKING
Eric Kim, Major, United States Marine Corps
Master of Science in Computer Science
Advisor: Vinnie Monaco, Department of Computer Science
Second Reader: Mathias N. Kolsch, Department of Computer Science
The decision to use and deliver kinetic and/or non-kinetic fires have been and will forever be entwined into 
war. The U.S. military and specifically the Marines have been the masters of this process but to maintain this 
superiority, fire support needs to become more timely, discriminatory, lethal, and effective in today’s data-
saturated environment. Also, with the distributive nature of the modern operating environment, producing a 
SWaP-T-compatible solution is vital. To bridge these gaps, the author proposes to offload the target detection, 
classification, and tracking to a biologically inspired automated system composed of a Dynamic Vision Sensor 
and a spiking neural network running on neuromorphic hardware.  Emphasis was placed on the spiking neu-
ral network algorithm development and building/evaluating the system. The author found that this approach 
could yield a system that will provide the warfighter with actionable information to improve the kill chain 
process while minimizing power consumption and time taken at the point of collection. The hope is that the 
research presented here will spur advances in the field of biologically inspired neuromorphic platforms that will 
produce timely, accurate, distilled, and actionable information to the end user to offload mundane/trivial tasks 
to allow for more decision time and space.
See full thesis text: https://calhoun.nps.edu/handle/10945/66090
Keywords: fire support, kill chain management, artificial intelligence, spiking neural networks, neuromorphic 
computing, computer vision, computer architectures
A RESEARCH PROGRAM TO IDENTIFY THE IMPACT ON HUMAN DECISION-MAKING 
AS THE FIDELITY GAP, COLOR, SIZE, AND SPATIAL LAYOUT IS CHANGED BETWEEN 
VIRTUAL AND REAL OBJECTS IN AN AUGMENTED REALITY ENVIRONMENT
This paper has been recognized as outstanding by its department.
John E. Link, Captain, United States Marine Corps
Master of Science in Computer Science
Advisor: Glenn A. Hodges, MOVES Institute
Second Reader: Rudolph P. Darken, Department of Computer Science
Existing studies have shown that subjects tend towards the digitally rendered objects in an augmented reality 
(AR) environment. This tendency presents a potential problem for military use of AR systems where a user 
is faced with mission-critical decisions based on information presented through the AR headset. To reduce 
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this bias toward digitally rendered objects, this thesis models four distinct experiments: reducing the fidelity 
gap, changing color, changing size, and altering the spatial layout, respectively. The goal is to identify bias of 
a human in an AR environment toward the rendered object. Furthermore, previous studies demonstrate that 
military members tend to look left first during search patterns. We seek to confirm this and provide additional 
quantitative data to confirm this conditioned behavior, taking into account that the American culture may 
predispose individuals to look left first, as in the case of a parent teaching children to look left, then right, 
before crossing a street.  
See full thesis text: https://calhoun.nps.edu/handle/10945/66097
Keywords: augmented reality, AR, mixed reality, mixed reality environment, distinguishability, fidelity gap, 
human reference, human decision-making
 MAPPING MOBILE IPV6 PROVIDERS
Joseph Martineau, Civilian, CyberCorps Scholarship for Service
Master of Science in Computer Science
Advisor: Robert Beverly, Department of Computer Science
Co-Advisor: Justin P. Rohrer, Department of Computer Science
Despite the exponential increase of IPv6 addresses and traffic on the Internet, relatively little is known about 
the topology of this space compared to the IPv4 Internet. However, recent discoveries in IPv6 probing have 
created rich datasets based on traceroutes across the IPv6 infrastructure. This thesis explores what constitutes a 
mobile autonomous system and analyzes this IPv6 topology data in order to classify which IP addresses belong 
to mobile providers. Topology maps have been created at the router-level of cellular ASes in order to visualize 
and define the characteristics of these IPv6 mobile providers. Mobile networks are of special interest due to 
the dominance of mobile devices in the IPv6 space. Understanding this topology is critical in numerous ap-
plications such as designing protocols, distributing content, and improving security, which benefits researchers, 
ISPs, and network administrators.
See full thesis text: https://calhoun.nps.edu/handle/10945/66104
Keywords: networks, Internet measurement, cybersecurity, IPv6, topology, mobile, cellular
FREE SPACE OPTICS COMMUNICATIONS FOR LOW-
POWER HANDHELD MOBILE DEVICES
James D. Miller, Lieutenant, United States Navy
Master of Science in Computer Science
Advisor: Gurminder Singh, Department of Computer Science
Co-Advisor: Peter R. Ateshian, Department of Computer Science
This research demonstrates a machine learning (ML) approach to array-based free-space optical (FSO) commu-
nication using mobile devices. Modern warfighters need non–radio frequency (RF) communication methods 
to eliminate the risks associated with RF communication, such as detection, eavesdropping, and jamming. 
FSO communications promises tremendous throughput among other advantages, such as low-probability of 
intercept/detect and resistance to jamming. However, atmospheric conditions significantly reduce achieved 
performance by introducing fading and noise on the channel. To increase channel resilience and throughput, 
we employ spatial codes using an array of lasers at the transmitter and train several ML models on the channel 
alphabet to provide efficient decoding at the receiver. We compare the performance of a Single Shot Detection 
(SSD) MobileNet model with a You-Only-Look-Once model during the training process, and we demonstrate 
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data transfer over a proof-of-concept system using the trained SSD MobileNet model. We detail the hardware 
and software implementation for the proof-of-concept, which uses handheld mobile devices and an array of 
low-cost, low-power lasers. Future experimentation is planned to incorporate forward-error correction and test-
ing over greater distances under realistic conditions.
See full thesis text: https://calhoun.nps.edu/handle/10945/66110
Keywords: free space optical, mobile device, machine learning, ML, radio frequency, laser, mobile devic-
es, communications, non–radio frequency communication, non-RF communication, You-Only-Look-Once, 
YOLO, Single Shot Detection, SSD, MobileNet, free-space optical, FSO
COMPARISON OF ARTIFICIAL INTELLIGENCE METHODS TO 
ENHANCE AN AUTOMATED PEER-EVALUATION SUITE
This paper has been recognized as outstanding by its department.
Andrew E. Nelson, Major, United States Marine Corps
Master of Science in Computer Science
Advisor: Neil C. Rowe, Department of Computer Science
Co-Advisor: Arijit Das, Department of Computer Science
A Department of Defense strategic focus area for artificial intelligence is the better allocation of personnel 
resources. The current peer-evaluation system at the Marine Officer Candidates School could benefit from 
artificial intelligence methods to partially automate the process. The school identifies performance trends by 
summarizing peer inputs and providing useful feedback to candidates to improve performance. This thesis used 
data from a recent training company and applied natural-language processing to preprocess peer inputs, identi-
fied phrases most helpful in predicting overall performance, extracted the best sentences for characterizing a 
candidate, and assembled draft counseling documents that required minimal revision by staff. Experiments 
with a prototype of our methods on a sample of real peer evaluations and summary counseling documents 
showed good though not perfect performance.
See full thesis text: https://calhoun.nps.edu/handle/10945/66116
Keywords: peer evaluation, performance feedback, United States Marine Corps, USMC, Officer Candidates 
School, OCS, counseling, artificial intelligence, database, data synthesis, entry level training.
ARTIFACT MITIGATION IN HIGH-FIDELITY HYPERVISORS
This paper has been recognized as outstanding by its department.
Christopher R. Norine, Lieutenant Commander, United States Navy
Master of Science in Computer Science
Advisor: Alan B. Shaffer, Department of Information Sciences
Co-Advisor: Gurminder Singh, Department of Computer Science
The use of hypervisors for cyber operations has increased significantly over the past decade, resulting in an 
associated increase in the demand for higher-fidelity hypervisors. These hypervisors would not exhibit the 
markers, or artifacts, that expose the presence of the virtualized environments present in most currently avail-
able virtualization solutions. To address this, we present an in-depth examination of a subset of virtualization 
artifacts in order to design and implement a software solution that will reduce the detectability via mitigation 
of these artifacts. Our analysis includes performant measures of a bare metal machine, a virtualized machine 
without our mitigations, and a virtualized machine with our mitigations. The analysis also includes a measure 
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of our implemented system’s simulated sensor output. Results of the implementation are analyzed to determine 
the potential performance impact, the accuracy of our system’s simulated output, and whether our mitigation 
technique is appropriate for extending high-fidelity hypervisors.
See full thesis text: https://calhoun.nps.edu/handle/10945/66119
Keywords: high fidelity hypervisors, virtualization, artifact mitigation
SIMULATING EXPERIENCE IN AVIATION MAINTAINERS
Clifford E. Plass, Captain, United States Marine Corps
Master of Science in Computer Science
Advisor: Perry L. McDowell, MOVES Institute
Co-Advisor: Rudolph P. Darken, Department of Computer Science
The intricacy and breadth of knowledge as well as logical and critical thinking required to effectively service 
and maintain the Marine Corps fleet of aviation assets cannot be fully realized through formal schooling. The 
operational tempo and readiness demands of the service cannot facilitate the full development of proficient 
maintainers prior to arrival in their units, leaving the majority of skill development to be achieved through 
on-the-job training. This is a slow process with numerous shortcomings that can be overcome through the 
introduction of experience simulation. This thesis utilizes the Unity game engine to create a training program 
that simulates interaction with the A/S32A-45 mid-range towing tractor (MRTT). The prototype software 
explores the tasks associated with receiving tasking to troubleshoot a low power discrepancy. It follows one pos-
sible cause of the discrepancy through the steps required to diagnose and correct the issue. The MRTT training 
program demonstrates the capability of the software to allow aviation maintainers to perform repetitions of 
troubleshooting and maintenance tasks that may not occur repetitiously in the conduct of the mission. The 
application could be expanded to cover all systems and discrepancies within the MRTT. The process could be 
applied to the fleet of aviation support equipment as well as aircraft systems in use.
See full thesis text: https://calhoun.nps.edu/handle/10945/66122
Keywords: aircraft, aviation, maintenance, training, simulation, mid-range towing tractor, MRTT, Unity
USING GENERATIVE ADVERSARIAL NETWORKS FOR INTRUSION 
DETECTION IN CYBER-PHYSICAL SYSTEMS
Jessica L. Purser, Civilian, Student, CyberCorps Scholarship for Service
Master of Science in Computer Science
Advisor: Thuy D. Nguyen, Department of Computer Science
Co-Advisor: Neil C. Rowe, Department of Computer Science
Cyber-physical systems (CPS) are widely used in mission-critical systems in the Department of Defense and 
the U.S. Navy. They also form the backbone of national critical infrastructure. However, CPS technologies 
often sacrifice security in exchange for increased availability and efficiency, thus becoming prominent targets 
in cyber-warfare. This thesis explored machine learning to develop training examples for intrusion-detection 
systems on cyber-physical systems. We developed two generative adversarial network (GAN) models and as-
sessed their ability to generate and detect anomalous traffic at the packet level. We tested two CPS datasets that 
included attacks that exploit commonly known vulnerabilities in Internet-of-Things networks and industrial 
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control systems. The results confirmed that a GAN could improve the performance of intrusion-detection sys-
tems for detecting anomalous CPS traffic. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66124
Keywords: intrusion detection, cyber-physical systems, CPS, generative adversarial networks, GAN, network 
security, machine learning, anomaly detection
UNSUPERVISED LEARNING OF NETWORK TRAFFIC 
BEHAVIORS FOR INSIDER THREAT DETECTION
This paper has been recognized as outstanding by its department.
Brett L. Rajchel, Lieutenant Commander, United States Navy
Master of Science in Computer Science
Advisor: Vinnie Monaco, Department of Computer Science
Second Reader: Gurminder Singh, Department of Computer Science
Insider threats are a costly and dangerous problem for government and non-government organizations alike. 
Considering an insider’s inherently privileged level of access on a network, the main principle of network 
defense—keep potential threats and outsiders out—does not apply to insider threats. Current defenses are 
largely based on the detection of insider threat indicators and rely on up-to-date datasets. However, insider 
threat activity is innumerable and as diverse as human behavior itself. We hypothesize that characterizing and 
examining host and organization behavior demonstrated on a network presents an opportunity to circumvent 
this problem. Leveraging machine learning to detect behavioral anomalies that indicate the presence of an in-
sider threat would enable network administrators to quickly locate and mitigate such threats before they cause 
serious damage. We demonstrate this methodology by developing a system that extracts host and organization 
behavior in three different ways from network traffic and uses population-relative metrics to determine host 
conformity with organizational norms. After testing the system on an operational network with over 8,000 
hosts, we show through a series of case studies that our system is effective in detecting behavioral anomalies and 
that our behavior extraction methods are complementary.
See full thesis text: https://calhoun.nps.edu/handle/10945/66125
Keywords: machine learning, network traffic analysis, cybersecurity, insider threat, anomaly detection
A SYSTEMATIC APPROACH TO IDENTIFYING OPPORTUNITIES FOR 
MAKING SYSTEMS CONTEXT AWARE TO ADDRESS SAFETY HAZARDS
Jared R. Rodriguez, Lieutenant Commander, United States Navy
Master of Science in Computer Science
Advisor: James B. Michael, Department of Computer Science
Co-Advisor: Marko Orescanin, Department of Computer Science
Context aware systems sense the state of their environment and adapt their behavior accordingly. Implementing 
context awareness in mission-critical systems can potentially mitigate hazards that arise in legacy systems. This 
thesis presents a systematic approach to apply safety analysis to identify opportunities for mitigating safety risk 
through mapping context-awareness capabilities to identified safety hazards. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66133
Keywords: software system safety, context awareness
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TOURNAMENT-WINNING STRATEGY FOR ITERATED OPTIONAL PRISONER’S DILEMMA
Ahmed A. Shamma, Lieutenant, United States Navy
Master of Science in Computer Science
Advisor: Joshua A. Kroll, Department of Computer Science
Second Reader: Guillermo Owen, Department of Applied Mathematics
Iterated optional prisoner’s dilemma (IOPD) is an adversarial game that can be used to model several real-world 
scenarios, from mutual grooming between primates to alliances between business firms. This study utilizes 
simulation techniques to determine winning strategies for IOPD tournaments in a variety of initial conditions. 
Machine learning techniques are used to iteratively improve upon the winning strategy, culminating in a single 
undefeated strategy. The outcome of this study is a single strategy that we claim is likely to win an IOPD tour-
nament for most reasonable initial conditions.
See full thesis text: https://calhoun.nps.edu/handle/10945/66137
Keywords: game theory, iterated optional prisoner’s dilemma, IOPD
CREATING UNDERWATER SOUNDS USING GENERATIVE ADVERSARIAL NETWORKS
This paper has been recognized as outstanding by its department.
Nathan Thiem, Lieutenant, United States Navy
Master of Science in Computer Science
Advisor: James B. Michael, Department of Computer Science
Co-Advisor: Marko Orescanin, Department of Computer Science
Current generative adversarial network (GAN) synthesized audio is full of artifacts that can cause it to sound 
unnatural or machine-like. This thesis proposes a GAN architecture, TangGAN, which reduces artifacts in 
generated audio through the introduction of anti-aliasing filters in the discriminator and interpolation methods 
in the generator to correct improper sampling that occurs in convolutional layers. TangGAN’s performance 
was evaluated on spoken digit, pure tonal, and underwater acoustic datasets through comparison with a cur-
rent state-of-the-art audio GAN, WaveGAN. TangGAN showed improvement over WaveGAN as measured 
by the standard audio GAN metric of Inception score, as well as by three new metrics proposed in this work to 
quantify artifacts in GAN-produced audio: speech-to-reverberation modulation energy ratio; total harmonic 
distortion; and signal-to-noise ratio. The reduction of artifacts in GAN-generated audio is a necessary step to 
the fitness for use of these methods in both the commercial and DOD environments.
See full thesis text: https://calhoun.nps.edu/handle/10945/66149
Keywords: generative adversarial network, GAN, acoustics, artificial intelligence, AI, Machine Learning, AI/
ML, underwater acoustics, WaveGAN
ANALYSIS OF EUI-64–BASED ADDRESSING AND ASSOCIATED VULNERABILITIES
Kirstin E. Thordarson, Civilian, National Science Foundation, Scholarship for Service
Master of Science in Computer Science
Advisor: Robert Beverly, Department of Computer Science
Second Reader: Erik Rye, CMAND
Despite the adoption of security extensions in IPv6 addressing, usage of EUI-64–based addresses are known 
to be prevalent throughout the IPv6 address space. In particular, a high concentration of EUI-64 addresses 
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are found on Customer Premises Equipment (CPE) infrastructure, including home gateways and routers. This 
thesis seeks to deepen current understanding of the IPv6 topology through an in-depth examination of EUI-
64 addressing. Recent research has produced a series of rich IPv6 topology data sets that have yet to be fully 
leveraged for their insight into EUI-64 usage characteristics. Employing IPv6 topology data, this paper extracts 
and analyzes prefix assignment patterns and device identifications within EUI-64–rich networks. This thesis 
uses a combination of statistical and predictive analysis to execute the following research objectives: measure 
the distribution of device manufacturer/model on a given prefix; identify, describe, and predict EUI-64–based 
prefix rotation patterns; and apply findings within a cyber security context so as to further evaluate the security 
and privacy risks of EUI-64–based addresses in existing IPv6 addressing schemes.
See full thesis text: https://calhoun.nps.edu/handle/10945/66035
Keywords: cybersecurity, networking, internet measurement, internet security
A CRYPTOGRAPHIC ANALYSIS OF BLUETOOTH’S HUMAN-
MACHINE AUTHENTICATED KEY EXCHANGE PROTOCOLS
This paper has been recognized as outstanding by its department.
Michael E. Troncoso, Captain, United States Marine Corps
Master of Science in Computer Science and Master of Science in Applied Mathematics
Advisor: Britta Hale, Department of Computer Science
Co-Advisor: Pantelimon Stanica, Department of Applied Mathematics
As Bluetooth is firmly ensconced as one of the leading standardizations for wireless communication, it becomes 
imperative to rigorously quantify its security. To forward this quantification, we conduct a comprehensive 
analysis of Bluetooth’s user-mediated authenticated key exchanges, Numeric Comparison and Passkey Entry, 
in both the computational and formal cryptographic settings. Due to the reliance on intertwined human and 
machine functions in the specification of these cyborg protocols, new attack vectors arise for hostile actors 
to exploit. Consequently, we model a realistic adversary, one not only with access to both the user-to-device 
interfaces and device-to-device communication channels simultaneously, but also with the capability to com-
promise device display and input mechanisms. Our analysis shows that while Numeric Comparison and Initia-
tor/Responder-Generated Passkey Entry achieve at least basic levels of security in our model, User-Generated 
Passkey Entry is insecure in the model. Furthermore, the categories of attacks depicted herein function as a 
blueprint for the compromise of other protocols with an active user component. To rectify the issues discovered 
by our analysis, we present the provably secure Dual Passkey Entry protocol with the Secure Hash Modification 
for addition to the Bluetooth standardization. Dual Passkey Entry demonstrates that full CYBORG security is 
a realistic and achievable goal with limited change to defined protocols.
See full thesis text: https://calhoun.nps.edu/handle/10945/66038
Keywords: Bluetooth, authenticated key exchange, cyborg protocols, secure connections, Secure Simple 
Pairing Numeric Comparison, Passkey Entry, computational analysis, formal analysis, Tamarin
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THROUGH THE LOOKING GLASS: CLASSIFYING ANOMALOUS BGP COMMUNITIES
Josh Welch, Civilian, Student, CyberCorps Scholarship for Service
Master of Science in Computer Science
Advisor: Robert Beverly, Department of Computer Science
Co-Advisor: Thomas J. Krenc, Department of Computer Science
The Border Gateway Protocol (BGP) community field is poorly defined and has no means of authentication. 
This BGP attribute has the power to reroute and black hole traffic across the internet. The BGP communities’ 
path attribute is normally prevalent and persistent. I hypothesize the persistence and prevalence of the path 
attribute can be used to develop a BGP community anomaly detector. This anomaly detector will allow for the 
discovery of and filtering out both malicious or misconfigured BGP community announcements. Future work 
could build upon the detection of anomaly and define the anomaly. In addition, an anomaly detector can be 
used to limit the spread and power of anomalous BGP communities.
See full thesis text: https://calhoun.nps.edu/handle/10945/66046
Keywords: network, networking, Border Gateway Protocol, BGP, routing, reroute, protocol, community, 
communities, internet, traffic, malicious, anomaly, detector, detection, machine learning
CHASING THE UNKNOWN: A PREDICTIVE MODEL TO 
DEMYSTIFY BGP COMMUNITY SEMANTICS
This paper has been recognized as outstanding by its department.
Joshua Werner, Civilian, CyberCorps Scholarship for Service 
Master of Science in Computer Science
Advisor: Robert Beverly, Department of Computer Science
Second Reader: Thomas J. Krenc, Department of Computer Science
The Border Gateway Protocol (BGP) specifies an optional communities attribute for traffic engineering, route 
manipulation, remotely-triggered blackholing, and other services. However, communities have neither unify-
ing semantics nor cryptographic protections and often propagate much farther than intended. Consequently, 
Autonomous System (AS) operators are free to define their own community values. This research is a proof-
of-concept for a machine learning approach to prediction of community semantics; it attempts a quantitative 
measurement of semantic predictability between different AS semantic schemata. Ground-truth community 
semantics data were collated and manually labeled according to a unified taxonomy of community services. 
Various classification algorithms, including a feed-forward Multi-Layer Perceptron and a Random Forest, were 
used as the estimator for a One-vs-All multi-class model and trained according to a feature set engineered from 
this data. The best model’s performance on the test set indicates as much as 89.15% of these semantics can be 
accurately predicted according to a proposed standard taxonomy of community services. This model was ad-
ditionally applied to historical BGP data from various route collectors to estimate the taxonomic distribution 
of communities transiting the control plane.
See full thesis text: https://calhoun.nps.edu/handle/10945/66047
Keywords: BGP, Border Gateway Protocol, routing, exterior gateway protocols, community, BGP communi-
ties, communities, anomaly, machine learning, semantics, neural network, MLP, multi-layer perceptron, ran-
dom forest, multi-class classification, AS, autonomous system
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A SEQUENCE-AWARE INTRUSION DETECTION SYSTEM FOR 
ETHERNET/IP INDUSTRIAL CONTROL NETWORKS
Jonathan L. Wetzel, Civilian, Student, CyberCorps Scholarship for Service
Master of Science in Computer Science
Advisor: Thuy D. Nguyen, Department of Computer Science
Co-Advisor: Marko Orescanin, Department of Computer Science
Industrial control systems (ICS) regulate and monitor critical cyber-physical systems such as the power grid 
and manufacturing plants. ICS networks are also vulnerable to cyber attacks, and existing defenses against 
these attacks are similar to those employed by traditional network intrusion detection systems (IDS). However, 
a typical IDS may not detect semantic attacks on the physical end devices because they follow the protocol 
specifications to bypass the IDS signatures. Sequence-based attacks, a subset of semantic attacks, can manipu-
late the ordering of valid commands to cause unsafe conditions for the physical devices. Based on a previous 
method of detecting sequence-based attacks by using discrete-time Markov chains (DTMC) to model normal 
ICS network traffic, we implemented a DTMC model for the EtherNet/IP and CIP industrial protocols and 
observed its effectiveness at recognizing sequence-based attacks. We developed four additional methods for 
DTMC model creation and compared their ability to detect attacks that the previous method failed to observe. 
All methods successfully identified attacks causing invalid states or invalid transitions, and only two methods 
could find localized anomalies. The results confirmed that a DTMC-based sequence-aware IDS could help 
improve the security posture of national critical infrastructure and Department of the Navy control systems.
See full thesis text: https://calhoun.nps.edu/handle/10945/66048
Keywords: industrial control systems, ICS, network security, intrusion detection systems, IDS, Markov chains
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EFFECTIVENESS OF NATIONAL CYBER POLICY TO STRENGTHEN THE SECURITY 
AND RESILIENCE OF CRITICAL INFRASTRUCTURE AGAINST CYBER ATTACKS
Ian G. Simon, Lieutenant Commander, United States Navy
Master of Science in Cyber Systems and Operations
Advisor: Duane T. Davis, Department of Computer Science
Second Reader: Robert Bebber, IWTC Corry Station
Presidential Policy Directive (PPD) 21, Critical Infrastructure Security and Resilience, directs a whole-of-
government approach to strengthening the security and resilience of critical infrastructure against physical 
and cyber threats. Per policy, critical infrastructure is categorized into 16 sectors. Security and resiliency ef-
forts against cyber threats are constrained by this sector-based approach. This thesis assesses the sector-based 
approach by the following criteria: expertise or a notable advantage of the sector-specific agency; promotion of 
cybersecurity measures by the critical infrastructure community partnership structure; and legislation, policy, 
or sector-specific characteristics that enhance security and resilience of the sector. These assessments gauged the 
adequacy of organizational structures that lead and support critical infrastructure cybersecurity. Exemplar cy-
ber attacks against critical infrastructure and response actions are described in order to demonstrate strengths 
and limitations of the sector-based approach. This examination reveals that the U.S. approach to critical infra-
structure is well conceived and executed in general. A number of significant vulnerabilities do remain in some 
sectors, however, as a result of incomplete or insufficient implementation. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66140
Keywords: critical infrastructure, cyber, policy
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GUIDANCE, NAVIGATION, AND CONTROL OF A 
QUADROTOR DRONE WITH PID CONTROLS
Sandra DeBock, Captain, United States Marine Corps
Master of Science in Electrical Engineering
Advisor: Xiaoping Yun, Department of Electrical and Computer Engineering
Second Reader: James Calusdian, Department of Electrical and Computer Engineering
The threat of drones in sensitive airspace is a growing issue. Drone detection currently focuses on security 
threats of undesired surveillance. In this thesis, we seek to determine whether a supervisory controller applied 
to a quadrotor drone will suffice as a feasible option for an autonomous drone. This is achieved by applying a 
proportional and derivative control law, programmed within MATLAB, to a pre-built simulation model and 
implemented on the Parrot Mambo Drone for experimental flights. The analysis is accomplished by comparing 
the performance and accuracy of the simulated trial flight, an experimental flight on the Parrot Mambo Drone 
with no altitude change, and an experimental flight with adjustments in all six degrees of freedom on the Parrot 
Mambo Drone. The results show that with a supervisory controller applied to a quadrotor drone, the drone can 
perform the desired tasks autonomously at a higher standard than without a supervisory controller applied. The 
proportional and derivative controls implemented on the Parrot Mabo Drone for the experimental flights have 
the best performance of the control law investigated.
See full thesis text: https://calhoun.nps.edu/handle/10945/66063
Keywords: guidance, navigation, control, quadrotor drone, intercept
DESIGN AND MODELING OF HYBRID MICROGRIDS  
IN ARCTIC ENVIRONMENTS
Ruth Fish, Captain, United States Marine Corps
Master of Science in Electrical Engineering
Advisor: Giovanna Oriti, Department of Electrical and Computer Engineering
Co-Advisor: Douglas L. Van Bossuyt, Department of Systems Engineering
Second Reader: Roberto Cristi, Department of Electrical and Computer Engineering
As the U.S. military shifts its efforts from the Middle East to the Pacific and the Arctic, energy planners must 
also refocus methods of designing and modeling energy management to support such missions. This thesis 
develops a methodology to size the energy resources of a military hybrid microgrid and implements this meth-
odology in a user-friendly tool that is easily accessible to engineers and energy managers at military facilities. 
The tool focuses on increasing the resilience specifically of military microgrids and on accurately sizing dis-
tributed energy resources (DERs) to account for climate. While complying with IEEE standard 1562-2007, 
the tool allows the user to specify environmental factors of the location and decide upon the total dependence 
of the system on solar power. Three experiments with a commercial off-the-shelf (COTS) microgrid validated 
the design tool and physics-based model. Then, this research tested the performance of 30 differently sized 
DERs to understand the parameters for the design of hybrid microgrids for military installations in a range 





of climates. Finally, the research provides the tool user with guidelines for designing the DERs for energy 
redundancy or flexibility and economy.  
See full thesis text: https://calhoun.nps.edu/handle/10945/66072
Keywords: energy management, energy storage system, military microgrids
DESIGN OF DIRECTIONAL MODULATION RADIO
Thomas Kolokas, Major, Hellenic Army
Master of Science in Electrical Engineering
Advisor: Frank E. Kragh, Department of Electrical and Computer Engineering
Co-Advisor: Ralph C. Robertson, Department of Electrical and Computer Engineering
In this thesis, Directional Modulation (DM) as a technique to enhance security in the physical layer (PHY) 
for wireless communication systems is discussed, and a multiple-input, multiple-output (MIMO) DM radio 
is designed using GNU Radio software. A DM processing block for a MIMO system with two transmit and 
two receive antennas based on the knowledge of the channel state information (CSI) is implemented and tested 
in GNU Radio. An attempt to demonstrate a physical DM communication system using GNU Radio and 
universal software radio peripheral (USRP) devices is described, the problems faced during the experimental 
setup are included, and the reasons it was not finally completed for real testing are explained. Bit Error Rate 
(BER) calculations are presented by simulating a MIMO DM QPSK communication system in the GNU 
Radio Companion (GRC) environment using the implemented DM block. The simulation results illustrate the 
capability of the MIMO DM system to achieve small BER at an intended receiver and large BER for potential 
eavesdroppers.
See full thesis text: https://calhoun.nps.edu/handle/10945/66093
Keywords: Directional Modulation, wireless communications security, software DM radio design, GNU 
Radio
PHOTOVOLTAIC ARRAY MAXIMUM POWER POINT TRACKING 
DIGITAL IMPLEMENTATION AND EFFICIENCY ANALYSIS
David B. Lorio, Captain, United States Marine Corps
Master of Science in Electrical Engineering
Advisor: Giovanna Oriti, Department of Electrical and Computer Engineering
Co-Advisor: Di Zhang, Department of Electrical and Computer Engineering
The current United States Navy and Marine Corps warfighting concepts focus on distributed and decentralized 
operations to increase the lethality and security of the force as a whole. An amplified reliance on electrical en-
ergy to power weapon systems and the command and control structure, in conjunction with a dispersed force, 
escalates the logistical requirements for any unit. Renewable energy resources, such as solar radiation, may be 
a means of reducing this logistical burden; however, photovoltaic (PV) arrays must operate at their maximum 
power point for these systems to be more effective. This thesis studies the efficiencies of the controller for a PV 
power conditioning system implementing the two most common maximum power point tracking (MPPT) 
algorithms, “Perturb and Observe” and “Incremental Conductance.” The system includes a commercial-off-
the-shelf PV array, buck DC-DC converter, lead-acid batteries as its energy storage system and load, and an 
Opal-RT real-time simulator for rapid control prototyping. The efficiency of the MPPT controller was studied 
via simulation and improved through parameter optimization. The control algorithms were executed in a physi-
cal system using a hardware-in-the-loop testing configuration and the measured values were compared to the 
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simulated results. Experimental testing confirmed the MPPT controller performed as designed and achieved 
the expected efficiency for the various solar irradiances and temperatures under which it was tested.
See full thesis text: https://calhoun.nps.edu/handle/10945/66099
Keywords: solar, photovoltaic, stand-alone PV system, buck converter, maximum power point tracking, 
MPPT, perturb and observe, incremental conductance, real-time simulation, Opal-RT
AUTONOMOUS INTERIOR MAPPING ROBOT UTILIZING 
LIDAR LOCALIZATION AND MAPPING
Jameson S. Payne, Major, United States Marine Corps
Master of Science in Electrical Engineering
Advisor: Xiaoping Yun, Department of Electrical and Computer Engineering
Second Reader: James Calusdian, Department of Electrical and Computer Engineering
Combat actions are planned based on the best available information. In nearly all situations, significant un-
certainty about the combat environment exists. This uncertainty contributes largely to friendly and non-com-
batant casualties. At the tactical level, operators are often required to enter hostile-occupied buildings without 
knowledge of the building layout. Military operators have begun to use robots to assist in missions of this type. 
In general, currently fielded robots lack autonomy and the ability to disseminate an accurate map, on-site, in 
real time. The purpose of this thesis is to examine the feasibility of an autonomous robot that can localize and 
build accurate 3D maps using only light detection and ranging (LIDAR). To accomplish this, a robot equipped 
with only LIDAR and a control algorithm for LIDAR localization and mapping (LLAM) were developed. 
Trials were then developed to determine if LLAM is a feasible model for interior 3D mapping. Navigation was 
accomplished using a potential field model adapted from previous work combined with the Hybrid A* search 
algorithm. Mapping and localization were conducted using the iterative closest point and normal distribution 
transform methods of point cloud registration. Experimentation revealed that LLAM is a feasible method for 
interior 3D mapping in real time. Further development of the algorithm may make fielding a LIDAR-equipped 
mapping robot possible with current mobile computing technology.
See full thesis text: https://calhoun.nps.edu/handle/10945/66121
Keywords: autonomous, robotics, light detection and ranging, LIDAR, LIDAR localization and mapping, 
LLAM
ANALYSIS OF RADIATION EFFECTS ON GALLIUM NITRIDE ZIRCONIUM 
OXIDE METAL OXIDE SEMICONDUCTOR CAPACITORS
Connor M. Reasoner Blasch, Lieutenant, United States Navy
Master of Science in Electrical Engineering
Advisor: Todd R. Weatherford, Department of Electrical and Computer Engineering
Co-Advisor: Travis  Anderson, U.S. Naval Research Laboratory
Second Reader: Matthew A. Porter, Department of Electrical and Computer Engineering
In this work, Gallium Nitride Zirconium oxide metal oxide semiconductor capacitors were exposed to a 40MeV 
proton beam and a 15MeV Argon heavy ion beam of radiation. Characterization of each device was done using 
an Agilent B1500A, switch matrix, custom-printed circuit board while using a LabVIEW program to analyze 
the Capacitance-Voltage (C-V), Capacitance-Frequency (C-F), and Current-Voltage (I-V) measurement prior 
to and post exposure. Each reticle’s C-V measurement and its hysteresis was then compared pre- and post-
exposure for effects. Testing concluded with a time-dependent dielectric breakdown analysis. Results show 
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that radiation exposure shifts the capacitance of the device and affects the hysteresis in its C-V measurement. 
Initial time-dependent dielectric breakdown data shows that devices exposed to certain fluences of radiation 
will extend the time it takes before oxide breakdown.
See full thesis text: https://calhoun.nps.edu/handle/10945/66129
Keywords: Gallium Nitride, Zirconium oxide, radiation effects, capacitors
MALICIOUS THREAT DETECTION FOR THE NAVFAC-BASED SMART GRID 
NETWORK USING BAYESIAN CLASSIFICATION AND MACHINE LEARNING
Carolyn A. Schiesser, Lieutenant, United States Navy
Master of Science in Electrical Engineering
Advisor: Preetha Thulasiraman, Department of Electrical and Computer Engineering
Second Reader: Murali Tummala, Department of Electrical and Computer Engineering
With the Navy’s focus on efficient energy consumption, Naval Facilities Engineering Command deployed its 
own Smart Grid in 2019, allowing shore commands to modernize and meet energy consumption mandates 
set in place by the Secretary of the Navy. With the addition of new “smart” technology comes additional risks 
in the form of cyber-attacks. This thesis implements a Bayesian classification and machine learning algorithm 
that explores how the data set, size of training data and number of features affect classification accuracy. Our 
experiment was performed using seven data sets, developed through the University of Montreal using a SCA-
DA sandbox similar to that of the Navy Smart Grid. Three data sets contained nominal data, and four data 
sets contained malicious cyber-attacks. Our experiments, performed using MATLAB, showed that malicious 
packet distribution within the data set and size of the training data greatly affected classification accuracy. This 
thesis demonstrates machine learning operability for use in the Smart Grid environment and will provide data 
points to further research for Network Intrusion Detection Systems (NIDS).
See full thesis text: https://calhoun.nps.edu/handle/10945/66136
Keywords: Bayesian machine learning, Bayesian classification, Naval Facilities Engineering Command, 
NAVFAC, Supervisory Control and Data Acquisition, SCADA, cyber security
MACHINE LEARNING FOR SHIP VESSEL CLASSIFICATIONS 
AUGMENTED WITH SYNTHETIC IMAGES
Jun Wen Tang, Major, Republic of Singapore Navy
Master of Science in Electrical Engineering
Advisor: Monique P. Fargues, Department of Electrical and Computer Engineering
Co-Advisor: Roberto Cristi, Department of Electrical and Computer Engineering
Haze conditions have reportedly reduced visibility to about 3km in some of the busiest shipping lanes in the 
world. Haze conditions, including inclement weather conditions, are identified as a key challenge for autono-
mous vehicle operations. However, field data on poor weather conditions and ship images under hazy condi-
tions may not be readily available to support research work aimed toward overcoming such challenges for 
autonomous vehicles. In this thesis, synthetic ship images are rendered under hazy conditions to augment a 
baseline dataset of haze-free ship images, in order to support our research on ship vessel classifications in a hazy 
environment using machine learning. The proposed feature extraction involves the counting of corner points 
detected using the Kanade Lucas Tomasi (KLT) technique to characterize the pattern of specific ship classes 
and computing of higher-order moments on the color planes on the ship structure detected in the images. 
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Results show that the average ship classification accuracy rate is about 40% higher when the model is trained 
using a dataset augmented with synthetic hazy ship images; the classifier can classify for ship classes such as 
container ships, cargo ships, and sailing vessels, with an 80% average accuracy rate.
See full thesis text: https://calhoun.nps.edu/handle/10945/66145
Keywords: Kanade Lucas Tomasi, KLT, synthetic hazy images, machine learning, ship vessels classification
USING A K-NEAREST NEIGHBORS MACHINE LEARNING APPROACH 
TO DETECT CYBERATTACKS ON THE NAVY SMART GRID 
This paper has been recognized as outstanding by its department.
Vincent C. Chan, Commander, Republic of Singapore Navy
Master of Science in Engineering Science (Electrical Engineering)
Advisor: Preetha Thulasiraman, Department of Electrical and Computer Engineering
Second Reader: Monique P. Fargues, Department of Electrical and Computer Engineering
In 2019, the Naval Facilities Engineering Command (NAVFAC) deployed the Navy smart grid across multiple 
bases in the United States. The smart grid can improve the reliability, availability, and efficiency of electric-
ity supply. While this brings about immense benefit, placing the grid on a network connected to the internet 
increases the threat of cyberattacks aimed at intelligence collection, disruption, and destruction. In this thesis, 
we propose an Intrusion Detection System (IDS) for the NAVFAC smart grid. This IDS comprises a feature 
extractor, classifier, anomaly detector, and response manager. We use the K-Nearest Neighbors machine learn-
ing algorithm to show that various attacks (web attacks, FTP/SSH attacks, DOS, DDOS and port scanning) 
can be grouped into broader attack classes of Active, Denial, and Probe for appropriate response management. 
We also show that in order to reduce the load on the security operations center (SOC), the accuracy of the clas-
sifier can be maximized by optimizing the value of k, which is the number of data points nearest to the sample 
under consideration that decides the class assigned.
See full thesis text: https://calhoun.nps.edu/handle/10945/66054
Keywords: smart grid, cyber-security, machine learning, K-Nearest Neighbors, KNN

59
MANPOWER EVALUATION USING MODELING AND SIMULATION 
FOR AN UNDERWAY CANADIAN SURFACE COMBAT SHIP
Tommy Poirier, Captain, Royal Canadian Air Force
Master of Science in Human Systems Integration
Advisor: Panagiotis Matsangas, Department of Operations Research
Second Reader: Lawrence G. Shattuck, Department of Operations Research
We used discrete event modeling/simulation to assess the current manning plan (N=217 sailors) of the Halifax-
class frigate in terms of sailor workload, sleep, and task completion. This thesis described the two models de-
veloped with the IMPRINT Pro Forces module. The baseline model included planned activities and expected 
unplanned events. The second (“augmented”) model included all activities and events of the first model plus a 
number of rarely occurring unplanned events (e.g., fires, floods). Both models assumed a 10-day underway. Re-
sults showed that time spent on planned activities, including maintenance, was reduced across all departments 
in order to support unplanned events, resulting in increased time on duty and reduction in sleep. Specifically, 
59% of the sailors in the baseline model averaged between 13 and 15 daily duty hours, whereas 6.5% of the 
sailors slept on average less than seven hours per day. With the introduction of operationally relevant unplanned 
events in the augmented model, the percentage of sleep-deprived sailors increased to 35% (a five-fold increase). 
Watchstanders, starboard particularly, were the most burdened among the crew. Of note, two of the high-pri-
ority unplanned events, rescue stations and boarding stations, saw occasional delays and interruptions. Current 
ship acquisition programs of the Royal Canadian Navy should consider discrete event modeling/simulation to 
aid decisions regarding manpower determination.
See full thesis text: https://calhoun.nps.edu/handle/10945/66123
Keywords: manpower, combat ship, crew determination, modeling and simulation, IMPRINT Pro, 
Halifax-class, Royal Canadian Navy, ship manning





COMMAND AND CONTROL WITH HUMAN-MACHINE TEAMS
Joseph Chappell, Major, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Anthony Canan, Department of Information Sciences
Second Reader: Steven J. Iatrou, Department of Information Sciences
The amount of information to analyze in the decision-making process for command and control is increas-
ing past human cognitive limits. The effects of augmenting human information processing with machine-
processing capability are not fully understood. This research examined the interdependence between machine 
and human teammates and its impact on the current command and control structure. The experiment (2X4 
repeated measures analysis) was conducted online utilizing Qualtrics and Amazon’s Mechanical Turk. Each of 
the 119 participants was asked a set of questions about 34 faces. Participants were asked to identify the category 
of the face and what reaction they would have, friendly or defensive. This question order was reversed and each 
of the questions was asked individually. This process was repeated while adding the assistance of a machine 
teammate. The machine teammate displayed a suggested answer to the first question that the human had to 
acknowledge before continuing to answer. This research is preliminary. However, conceptually, the additional 
communication between a human and machine teammate adds time into the command and control process. 
This interaction may also affect the decision maker by priming the human to an action or through automation 
bias. Furthermore, reducing information to the human in a human-machine team has significant potential to 
reduce team situational awareness. Follow-on research is needed before any conclusions can be reached.
See full thesis text: https://calhoun.nps.edu/handle/10945/66057
Keywords: command and control, human-machine team, human machine team, HMT, situational awareness, SA
EXPLORING THE DEVELOPMENT OF TRUST  
BETWEEN HUMAN AND AUTONOMOUS TEAMMATES 
Peter J. Coombe, Major, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Mollie R. McGuire, Department of Information Sciences
Second Reader: Steven J. Iatrou, Department of Information Sciences
This research aimed to identify and combine objective performance-based metrics of trust with subjective mea-
sures in order to better understand the development of trust between humans and autonomous systems during 
complex tasks that include risk. A virtual reality game developed by the Johns Hopkins University Applied 
Physics Laboratory (JHU-APL) was the platform used to measure trust scores between both homogeneous 
human teams and human-autonomous teams (utilizing a bot teammate designed by JHU-APL). Of interest in 
this study was whether objective and subjective measures of trust differed depending on whether the teammate 
was (a) actually a human or a bot and (b) perceived to be a human or a bot. Additionally, this study examined 
how objective performance metrics compare to subjective trust scores among varying teammate conditions. 
The objective performance metrics identified in this thesis were not indicative of overall trust alone but did 
shed some light on the development of trust and would be beneficial if used in conjunction with subjectively 





derived metrics to provide a more complete set of measures that can contribute to a greater understanding of 
the development of trust between man and machine. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66060
Keywords: trust, trust measures, teaming, autonomy 
PREDICTING MARINE CORPS RETENTION BEHAVIOR WITH MACHINE LEARNING
Patrick J. Gallagher, Major, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Ying Zhao, Department of Information Sciences
Co-Advisor: Walter A. Kendall, Department of Information Sciences
In his 2019 Planning Guidance, commandant of the Marine Corps, General Berger, directed that reenlist-
ment bonuses should be targeted to individuals instead of large groups. Presently, there is no mechanism to 
operationalize this directive. This research attempted to apply machine learning in support of that goal.  This 
study is differentiated from similar research by its focus only on data that was available contemporaneously to 
the reenlistment decision, instead of examining the entire personnel record.  This study resulted in three key 
findings. First, retention prediction with the accuracy to individually target Marines was not possible with 
available data. Second, the models did yield results sufficiently accurate to target Marines by groups that could 
yield annual savings of $20 million depending on parameters and implementation. Third, across many feature 
categories like age, race, and gender, non-majority groups are retained at a higher rate.  This finding suggests 
that increasing diversity across demographic categories of enlisted Marines may increase overall retention.
See full thesis text: https://calhoun.nps.edu/handle/10945/66074
Keywords: machine learning, retention, re-enlistment
CASE STUDY OF SOFTWARE DEVELOPMENT IN THE DOD
Amy Hsu, Captain, United States Marine Corps
Master of Business Administration
Robert Patterson, Captain, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Glenn R. Cook, Department of Information Sciences
Second Reader: Thomas J. Housel, Department of Information Sciences
The Department of Defense (DOD) and its components have been pushing to consolidate their information 
technology infrastructure in order to reduce cost and waste of unused resources and increase the efficiency, ef-
fectiveness, and security of the infrastructure. Technology Services Organization (TSO), a Marine Corps unit, 
recently migrated its software development environment from the Marine Corps Worldwide (MCW) network 
to the Marine Corps Enterprise Network (MCEN), where software development is restrictive. Now TSO is set-
ting its sights on optimizing its development process and eventually transitioning to DevSecOps and the cloud. 
This case study explored the software development methodology and environments of similar organizations 
within the DOD and examined how TSO might improve software development performance metrics and pro-
ceed to a DevSecOps environment. Two of the three organizations interviewed employ agile and pseudo-agile 
methodologies, and the third is in the process of transitioning to DevSecOps. Organizations familiar with agile 
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methodologies are best suited for the transition but will still face challenges. Management and DevSecOps 
teams can overcome these challenges by focusing on their people, processes, and tools.
See full thesis text: https://calhoun.nps.edu/handle/10945/66085
Keywords: software development, code migration, cloud migration, DevSecOps, case study, Technology Ser-
vices Organization, TSO, Marine Corps Worldwide, MCW, Department of Defense, DOD
AI-AUGMENTED DECISION SUPPORT SYSTEMS: APPLICATION IN MARITIME 
DECISION MAKING UNDER CONDITIONS OF METOC UNCERTAINTY  
Steven J. Uziel, Major, United States Marine Corps
Master of Science in Information Technology Management
Advisor: Mollie R. McGuire, Department of Information Sciences
Second Reader: Steven J. Iatrou, Department of Information Sciences
The ability for a human to overlay information from disparate sensor systems or remote databases into a com-
mon operational picture can enhance rapid decision making and implementation in a complex environment. 
This thesis focuses on operational uncertainty as a function of meteorological and oceanographic (METOC) 
effects on maritime route planning. Using an existing decision support system (DSS) with artificial intelligence 
(AI) algorithms developed by New Jersey Institute of Technology and University of Connecticut, cognitive 
load and time to decision were assessed for users of an AI-augmented DSS, accounting for METOC conditions 
and their effects, and users of a baseline, “as is,” DSS system. Scenario uncertainty for the user was presented in 
the relative number of Pareto-optimal routes from two locations. Key results were (a) users of an AI-augmented 
DSS with a simplified interface completed assigned tasks in significantly less time than users of an information-
dense, complex-interface AI-augmented DSS; (b) users of simplified, AI-augmented DSS arrived at decisions 
with lower cognitive load than baseline DSS and complex-interface AI-augmented DSS users; and (c) users 
relied mainly on quantitative data presented in tabular form to make route decisions. The differences found 
in user performance and cognitive load between levels of AI augmentation and interface complexity serve as a 
starting point for further exploration into maximizing the potential of human-machine teaming.
See full thesis text: https://calhoun.nps.edu/handle/10945/66039
Keywords: meteorological and oceanographic, METOC, decision support system, DSS, artificial intelligence, 
AI, TMPLAR, cognitive load
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AN ECONOMETRIC ANALYSIS MODEL FOR IMPROVING SERVICE 
QUALITY AND CUSTOMER SATISFACTION IN MEXICAN SEAPORTS
Armando I. Almaguer Mireles, Lieutenant Commander, Mexican Navy
Master of Science in Management
Advisor: Rodrigo Nieto-Gomez, Department of National Security Affairs
Co-Advisor: Chad W. Seagren, Graduate School of Defense Management
Seaports play a critical role in the Mexican economy, yet their largely decentralized operating systems dis-
courage further national and international maritime trade in the country due to duplicated processes among 
different Mexican governmental entities. The Mexican Navy and the government have expressed interest in 
reviewing current procedures aimed at instituting control mechanisms and improving the overall availability, 
accessibility, and quality of the seaports’ data. Their efforts, though, have been hampered by the lack of specific 
guidance available. To identify particular aspects that better capture customer satisfaction and perceptions of 
service quality related to maritime ports, this thesis provides an econometrical analysis. Panel data and cross-
sectional regressions are implemented using container traffic, median time in port, efficiency in customs, and 
quality of port infrastructure as response variables. The data and analyses reveal that when a government adopts 
a specific level of automation and centralized management of maritime port operations, those operations are 
optimized. That is, such methods must be introduced in harbors judiciously and at the appropriate pace to 
maintain cooperation and friendly competition among maritime ports.
See full thesis text: https://calhoun.nps.edu/handle/10945/66073
Keywords: Mexican ports, harbor captaincies, customer satisfaction, service quality, seaport, Mexican Navy, 
panel data, econometric analysis, maritime port 





FORWARD-LOOKING SONAR SIMULATION MODEL FOR ROBOTIC APPLICATIONS
Andreina Rascon, Lieutenant, United States Navy
Master of Science in Mechanical Engineering
Advisor: Brian S. Bingham, Department of Mechanical and Aerospace Engineering
Co-Advisor: Derek Olson, Department of Oceanography
Underwater simulators are less common due to the complexity of underwater acoustics. Simulation is an effec-
tive tool for rapid testing of autonomous vehicles and complements the test and evaluation process. The goal 
of this thesis is to present a computationally efficient forward-looking sonar simulation model for robotic ap-
plications. A model for a single sonar beam is developed using a point-scattering model, applying both Fourier 
synthesis and a correction for beam forming. The single sonar beams are concatenated to simulate a forward-
looking sonar system field of view. The result is a sonar simulation model that can be used in the established 
ROS Gazebo robotic framework as a tool for effective testing of autonomous underwater vehicles. Future im-
provements in the acoustics of the sonar model include the addition of reverberation, multi-path propagation, 
and interference. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66127
Keywords: forward-looking sonar, underwater simulation environment, sonar model, acoustics, autonomous 
vehicles
STUDY OF THE POWER REQUIRED FOR FLIGHT OF THE AQUA-QUAD 
(SOLAR-POWERED QUAD-ROTOR UNMANNED AERIAL SYSTEM)
This paper has been recognized as outstanding by its department.
Sean Yang, Lieutenant Colonel, Republic of Singapore Air Force
Master of Science in Engineering Science (Mechanical Engineering)
Advisor: Kevin D. Jones, Department of Mechanical and Aerospace Engineering
Co-Advisor: Vladimir N. Dobrokhodov, Department of Mechanical and Aerospace Engineering
This thesis describes a study of the in-flight energy consumption of the Aqua-Quad—a Naval Postgraduate 
School–developed small Unmanned Aerial System (UAS). The Aqua-Quad concept pairs small drones and 
solar power in an innovative quadrotor system that can be launched from water or land for persistent and 
autonomous Intelligence, Surveillance, and Reconnaissance (ISR) operations. The primary in-flight energy 
consumption of the Aqua-Quad stems from the thrust required to balance weight and drag. Analytically, this 
study used actuator disk theory to derive the power requirements based on the thrust and airspeeds during 
cruise and other phases of flight. To complete the power model, sub-models of the Aqua-Quad aerodynamics, 
particularly the lift induced by the solar arrays, were also developed. Experimental flights and Computational 
Fluid Dynamic analysis were conducted to validate these models. The models developed in this thesis can be 
used to predict the power required for different Aqua-Quad flight speeds and weights, allowing the maximum 
flight range and endurance to be determined. An accurate power model also allows for a high-fidelity energy 
balance model to aid in mission planning and design optimization. Moreover, these models can be generalized 





for other small quadrotor UAS, which are expanding into the industrial, commercial, and military sectors for 
novel applications.
See full thesis text: https://calhoun.nps.edu/handle/10945/66052
Keywords: unmanned aerial system, aerodynamics, solar-powered, autonomous, hybrid air vehicle, VTOL, 
swarm
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DISSOLVED OXYGEN (DO) FLUCTUATIONS WITHIN THE CARMEL RIVER 
LAGOON: VARIATIONS DUE TO SEASONAL BREACHING / CLOSURE
This paper has been recognized as outstanding by its department.
Jason M. Dawson, Lieutenant Commander, United States Navy
Master of Science in Meteorology and Physical Oceanography
Advisor: Mara S. Orescanin, Department of Oceanography
Second Reader: Ross Clark, Central Coast Wetlands Group (CCWG)
The Carmel River Lagoon (CRL) is a bar-built estuary located at the mouth of the Carmel River on Califor-
nia’s Central Coast. Its ecological importance lies in the fact that it serves as a nursery ground for the federally 
protected steelhead trout. The CRL is a unique environment in that the state beach will transform (via episodic 
breaching), transitioning between a closed and open state, discharging to Carmel Bay. These episodic breaching 
and closure events change the hydrodynamic flow through the system. These flow alterations can impact the 
water quality and, specifically, the dissolved oxygen (DO) level within the lagoon. Via field collection of DO 
levels, this study looks at the relationship between DO variations and seasonal breaching events from Febru-
ary 2020 to August 2020. Measurements from CRL found that the average oxygen concentration remained 
suitable for biological resources. DO variations did occur on smaller time scales, resulting in brief periods 
where the DO level reached “stressful” conditions. Results suggested that the DO level was correlated with the 
seasonal breaching/closure events. The open or breached season rapidly flushed the lagoon, maintaining higher 
and steady levels, while the closed season (including temporarily closed) showed higher fluctuations, driving 
brief hypoxic/anoxic events. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66061
Keywords: bar-built estuary, water quality, dissolved oxygen, Carmel River Lagoon, intermittent breaching, 
water quality distributions, hydrodynamic variability
SEDIMENT DYNAMICS OF BEACH BREACHING
Stevonnise J. Dunn, Lieutenant, United States Navy
Master of Science in Physical Oceanography
Advisor: Mara S. Orescanin, Department of Oceanography
Co-Advisor: Abram H. Clark IV, Department of Physics
Beach breaching is a rapid morphological change to a littoral system where rapid sediment transport creates a 
new tidal or riverine channel, altering the hydrodynamic response of the region. The dynamics of breaching 
are difficult to quantify in the field due to uncertainty of environmental forcing parameters. Therefore, this 
study was done in a controlled laboratory using a small-scale beach model and image processing. The hypoth-
esis tested was that water inflow rates, equivalent to river discharge in the field, control breach behavior. By 
altering the flow rates during lab simulations, three dynamics of breaching were observed. Fast flow rates led 
to overtopping. Intermediate flow rates caused slumping within the slope that is followed by overtopping. Last, 
very slow flow rates produced steady state seepage, and the lab beach did not breach. This research has led to 
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the determination that breaching is not only impacted by just the increase in water on river or ocean side, but 
that the rate of filling is crucial in determining breaching characteristics. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66067
Keywords: sand breaching, breaching, Carmel River, Carmel Bay, estuaries, beach breaching, slumping, flow 
phenomena, sediment banks, granular, sand, beach, Carmel River State Beach, overtopping
EFFECTS OF INTERNAL HEATING ON THE DYNAMICS 
AND PATTERNS OF STRATIFIED WAKES
Lianghai C. Huang, Major, Republic of Singapore Navy
Master of Science in Physical Oceanography
Advisor: Timour Radko, Department of Oceanography
Second Reader: Justin M. Brown, Department of Oceanography
With advancing technology, submarines are getting quieter, and detection methods may need to include non-
acoustical means. Wake detection is one such method that can be used for submarine detection. An internally 
heated submerged body such as a submarine travelling through stratified ocean columns generates a warm 
wake. Using the Massachusetts Institute of Technology General Circulation Model (MITgcm), we conducted 
a series of large eddy simulations to model the quantitative and qualitative effects of the warm wake produced 
by a towed spherical submerged body with a heating source. In this study, we studied the effects of varying the 
heating rate and noted that there are observable differences in the thermal anomaly between these cases during 
the early wake. At later times, heating of the wake does not seem to have a substantial effect on the thermal and 
turbulent characteristics of the wake. Distinctive loop shapes form in slices of the turbulent dissipation rate in 
all cases that may be used to easily identify submarine wakes. We also observed that the thermal anomaly is 
correlated to the submerged body’s velocity and to higher background salinity gradients for comparable density 
stratification.
See full thesis text: https://calhoun.nps.edu/handle/10945/66086
Keywords: stratified wake, internal heating, propagating, detection, Massachusetts Institute of Technology 
General Circulation Model, MITgcm
ANALYSIS OF SURFACE CURRENT PATTERNS TO THE SOUTHWEST 
OF LISBON USING HIGH-FREQUENCY RADAR DATA
This paper has been recognized as outstanding by its department.
Antonio Carlos Goncalves Tavares, Lieutenant, Portuguese Navy
Master of Science in Physical Oceanography
Advisor: Jeffrey D. Paduan, Department of Oceanography
Second Reader: Mara S. Orescanin, Department of Oceanography
High-frequency radar (HFR) data were used to describe the general surface circulation patterns, including 
the mesoscale upwelling events of the coastal region located southwest of Lisbon, Portugal. This dynamically 
complex region has been studied before using scarce measurements of limited duration. The results shown here 
reveal the capabilities of this measurement system and provide an immense contribution to this field of study, 
which is now able to profit from longer datasets with both high temporal and spatial resolutions. Hourly radial 
data quality was assessed by comparing radial velocities from both sites at the baseline midpoint. Spatial gaps 
were filled using the open-boundary mode analysis (OMA). Low-pass filtered currents were examined using the 
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empirical orthogonal function (EOF) analysis. The results showed that the first three modes represent almost 
65% of the total variability and have strong and significant correlations to wind-forcing. The dominant EOF 
mode captures the Portugal Coastal Current (PCC) reversals. Tidal currents were evaluated using harmonic 
analysis. The results show that the dominant constituents in this region are M2, S2, N2, and K1. Conditional 
averaging of upwelling events demonstrates that the pattern has a cross-shore flow that is directed offshore, 
which reaches steady state after 132 h. Finally, frozen-field trajectories for the upwelling pattern were computed 
and compared to the mean upwelled plume displacement found using SST data.
See full thesis text: https://calhoun.nps.edu/handle/10945/66147
Keywords: high-frequency radar, HFR, surface currents, surface current patterns, oceanography, coastal cur-
rents, EOF, harmonic analysis, conditional averaging, upwelling patterns
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EFFICIENCY AND RESILIENCE TRADE-OFFS FOR ROADWAY 
INTERSECTION DESIGN IN THE U.S. VIRGIN ISLANDS
Elad Bengigi, Major, Israel Defence Forces
Master of Science in Operations Research
Advisor: Daniel Eisenberg, Department of Operations Research
Second Reader: David L. Alderson Jr., Department of Operations Research
In September 2017, two Category-5 hurricanes made indirect hits on the U.S. Virgin Islands (USVI) and 
devastated local communities. The hurricanes acutely impacted surface roads and supply chains, where access 
to critical supplies was reduced due to impeded travel through intersections with broken and inoperable traffic 
signals. In this work, we assessed the possible post-disaster travel time benefits of converting intersections in the 
USVI into roundabouts. Roundabouts are more robust to disaster impacts because they do not require traffic 
signals to operate, but may be less efficient for normal traffic conditions. Thus, we studied efficiency-resilience 
tradeoffs for intersection design and developed a model to compare roundabouts to signalized intersections 
before and after a disaster. Our results show that roundabouts are unnecessary for intersections with low traffic 
flows on St. Croix and St. Thomas. However, roundabouts will be more efficient than traffic signals at intersec-
tions with high traffic and adjacent supply locations (e.g., shopping malls). At these intersections, roundabouts 
may also reduce vehicle travel times by upward of 25 minutes after a disaster when traffic lights are inoperable.
See full thesis text: https://calhoun.nps.edu/handle/10945/66084
Keywords: U.S. Virgin Islands, USVI, transportation, resilience, efficiency, Federal Emergency Management 
Administration, FEMA
SENSITIVITY ANALYSIS OF DEMAND DISTRIBUTION FOR NAVAL 
AVIATION READINESS-BASED SPARING MODEL
Paul M. Cabe, Lieutenant Commander, United States Navy
Master of Science in Operations Research
Advisor: Arnold H. Buss, MOVES Institute
Co-Advisor: Javier Salmeron-Medrano, Department of Operations Research
Second Reader: Duncan Ellis, U.S. Navy
Readiness Based Sparing (RBS) models support the life cycle of any system through the optimization of stock 
allowance levels. Optimal RBS results are essential to maintain fleet readiness at an acceptable cost. Naval Avia-
tion RBS Model (NAVARM) is the tool used by Naval Supply Systems Command to plan the stock allowances 
for embarked airwings and shore-based aircraft. In order to gain confidence in NAVARM results, it is necessary 
to validate some modeling assumptions that have not been tested to date. RBS models like NAVARM assume 
that the distribution of the mean time between failures (MTBF) for any part is exponential. This assumption 
may not hold in practice for certain parts. Therefore, a question arises as to whether the quality (operational 
availability by cost) of the solution provided by NAVARM is subject to the effects of this assumption. This the-
sis tests the influence of the MTBF distribution on operational availability using the Readiness-Based Sparing 
Simulation (RBSIM) developed by a former Naval Postgraduate School student. We test the alternate distribu-





tions Weibull, gamma, and log-normal, with mean to variance ratios (MTVRs) of 1.5 and 0.5. These MTBF 
distributions are applied to either all parts or a select subset of parts (based on demand). Initial results on the 
aviation consolidated allowance list for the USS Carl Vinson (CVN 70) show that both distribution type and 
MTVR may have a significant effect on operational availability of all weapon systems.
See full thesis text: https://calhoun.nps.edu/handle/10945/66128
Keywords: RBS, Readiness Based Sparing, Readiness Based Sparing model, sensitivity analysis, Naval Avia-
tion RBS Model, NAVARM
STUDY OF NAVAL WHOLESALE INVENTORY OPTIMIZATION MODEL
Arash Hague, Lieutenant Commander, United States Navy
Master of Science in Operations Research
Advisor: Javier Salmeron-Medrano, Department of Operations Research
Co-Advisor: Paul J. Sanchez, Department of Operations Research
Second Reader: Duncan Ellis, NAVSUP
Navy Supply Systems Command (NAVSUP) manages a vast inventory of items to meet the fleet’s requirements. 
A requisition decision for restocking an item is made, in part, based on the planned minimum safety stock 
(PMSS) level. The Wholesale Inventory Optimization Model with Enterprise Resource Planning (WIOM-
ERP) simulates the fleet’s requirement demand based on historic data to establish metrics that serve as the basis 
to recommend the PMSS levels. NAVSUP uses WIOM-ERP to balance its inventory between procurement 
persistence (avoidance of “churn”) and fulfillment of demand (fill rate). WIOM-ERP provides the flexibility 
for planners to weigh the importance of each metric and shift the balance between churn and fill rate. Decision 
makers seek insight into the relative tradeoff between churn and fill rate, resulting from changing the weight 
of each metric. This study applies a high-dimensional statistical design of experiments to simulate different 
combinations of metric weights for the WIOM-ERP user inputs. The output of WIOM-ERP is recorded for 
each design point to calculate measures of performance (MOPs) for churn and fill rate. The data are analyzed 
by developing statistical metamodels for each MOP to determine the impact on the metrics of the factors, their 
interactions, and the resulting tradeoffs between different combinations of weights.
See full thesis text: https://calhoun.nps.edu/handle/10945/66079
Keywords: Navy Supply Systems Command, NAVSUP, Weapons Systems Support, inventory, WIOM, 
wholesale, DOE, design of experiment, Wholesale Inventory Optimization Model with Enterprise Resource 
Planning, WIOM-ERP
AUTOMATING VESSEL DETECTION WITH PASSIVE SONAR 
SIGNALS AND CONVOLUTIONAL NEURAL NETWORKS
John W. Kim, Lieutenant, United States Navy
Master of Science in Operations Research
Advisor: Robert L. Bassett, Department of Operations Research
Second Reader: Lyn R. Whitaker, Department of Operations Research
In recent years, new acoustic stealth platforms, which have the potential to operate invisibly from human 
sonar operators, have emerged from near-peer competitor nations. In response to the challenges presented by 
acoustic detection and classification in adversarial marine environments, we proposed a novel application of 
convolutional neural networks for autonomous passive sonar analysis. Neural networks have made significant 
strides in multiple fields due to their powerful image recognition abilities. Using time and location informa-
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tion from Automatic Identification System (AIS) data provided by the U.S. Coast Guard, we labeled acoustic 
signal data recorded by an underwater hydrophone to nearby vessels. We then converted the labeled acoustic 
data into spectrogram images detailing the frequency, amplitude, and timesteps. With these spectrogram im-
ages, we attempted to train several convolutional neural networks to recognize images indicating the presence 
of maritime vessels. Our results exhibited severe overtraining and unreliable classification of the spectrogram 
images. We then explored the possibility of converting the spectrogram images to mean frequency vectors and 
applying other machine-learning algorithms to these vectors. These algorithms produced much more promising 
classification rates than those of the convolutional neural networks. We hope that our research may be further 
developed in the future for practical applications in autonomous acoustic classification.
See full thesis text: https://calhoun.nps.edu/handle/10945/66091
Keywords: Monterey Bay Aquarium Research Institute, MBARI, sonar, passive sonar, neural network, 
convolutional neural network, CNN, artificial intelligence, spectrogram, deep learning, machine learning, 
Automatic Identification System, AIS, image recognition, AlexNet, ShuffleNet, Gaussian Process, 
K-nearest neighbor, KNN, Monterey Accelerated Research System, MARS, mean frequency vector, Quadratic 
Discriminant Analysis, QDA, support vector machine, SVM, multilayer perceptron, MLP
USE OF COOPERATIVE UNMANNED SYSTEMS FOR MINE COUNTERMEASURES
This paper has been recognized as outstanding by its department.
Tong Hai Ling, Civilian, DSO National Laboratories, Singapore
Master of Science in Operations Research
Advisor: Thomas W. Lucas, Department of Operations Research
Second Reader: Jeffrey E. Kline, Department of Operations Research
The maritime industry is critical to Singapore’s survival. In 2019, the Ministry of Defence found that the 
maritime industry accounted for 7% of Singapore’s GDP and supplied more than 90% of Singapore’s food 
consumption in 2018. To protect the maritime trade, one of the many threats Singapore has to defend against 
is naval mines. Effective mine countermeasures (MCM) using unmanned systems would enhance safety and 
reduce the reliance on human involvement. This thesis uses agent-based simulation, cutting-edge design of 
experiments, and data analysis tools to explore the performance of different MCM concept of operations 
(CONOPS). The scenario is a defensive MCM mission where unmanned surface vehicles are deployed around 
the clock to neutralize naval mines along operational sea lines of communications. Results from 60,000 simu-
lated MCM missions reveal that overlapping sensor range and path deviation are the main factors influencing 
kill probability. The main driving factors for risk are detector speed, revisit rate, and sectorization of neutral-
izers. Sectorization of neutralizers increases the risk to transiting vessels and has little impact on kill probability. 
It is recommended that decision makers focus on increasing the speed of detectors, optimizing the length of 
overlap for sensor range, and using strategies to reduce path deviation when improving a CONOPS for the 
MCM scenario presented in this thesis.
See full thesis text: https://calhoun.nps.edu/handle/10945/66096
Keywords: mine counter measures, MCM, naval mines, unmanned, cooperative
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SYNTHETIC NETWORK GENERATION AND VULNERABILITY ANALYSIS OF 
INTERNET INFRASTRUCTURE SYSTEMS IN THE U.S. VIRGIN ISLANDS
Brian T. Moeller, Major, United States Marine Corps
Master of Science in Operations Research
Advisor: Daniel Eisenberg, Department of Operations Research
Co-Advisor: Justin P. Rohrer, Department of Computer Science
Second Reader: David L. Alderson Jr., Department of Operations Research
In September 2017, Category-5 Hurricanes Irma and Maria struck the U.S. Virgin Islands and caused signifi-
cant damage to all critical infrastructure within the territory. This thesis assesses the vulnerability of the fiber 
optic telecommunications system on the island of St. Croix to determine ways to ensure Internet access during 
future disasters. Specifically, we use publicly available information to (1) develop a geospatial data set for St. 
Croix Internet infrastructure, (2) generate a synthetic network model that approximates Internet demands and 
traffic by St. Croix communities and critical facilities, and (3) identifies network vulnerabilities to recommend 
disaster hardening. Results show that the synthetic model is vulnerable to fiber cuts that can disconnect all 
households and critical facilities from the Internet. Recommendations for system hardening include the need 
to ensure redundant physical fiber paths off-island and switching locations between internet service providers.
See full thesis text: https://calhoun.nps.edu/handle/10945/66112
Keywords: U.S. Virgin Islands, synthetic network generation, network analysis, telecommunications, optimi-
zation, critical infrastructure, resilience 
ANALYSIS OF SLEEP, MOOD, BEHAVIOR, AND SUICIDE RISK  
OF SAILORS ON THE USS ASHLAND 
Eric M. Myers, Lieutenant, United States Navy
Master of Science in Operations Research
Advisor: Nita L. Shattuck, Department of Operations Research
Second Reader: Panagiotis Matsangas, Department of Operations Research
U.S. Navy sailors experience long periods of sleep deprivation while performing risky tasks requiring skill and 
concentration. Prior studies have identified this problem area, but changes to the Navy’s culture have been slow. 
This thesis highlights sleep deprivation of sailors and its effects on their mood, behavior, and risk of suicide. 
It also compares the sleep duration of sailors on the USS Ashland (LSD-48) to other platforms in the Navy. 
This study is important because of the high cost of failure as shown by recent collisions and multiple suicides. 
We have conducted a longitudinal, cross-sectional study of sailors’ sleep habits and have analyzed the data to 
determine sleep habits of sailors, used statistical methods to analyze the impact of sleep on mood and behavior, 
and conducted a review of scientific literature to explore the risk factors of suicide. This study found that the 
sailors on the Ashland averaged 6.33 ± 1.14 hours of sleep. This amount of sleep is comparable to other archival 
naval studies, with 32 (87%) of those 37 studies showing that sailors sleep less than the recommended amount. 
Lack of sleep was found to be related to worse total mood disorder and increased probability of risky behavior. 
Finally, numerous suicide risk factors were found to be present in the study participants. Sailors across the Navy 
are sleep deprived and are at an increased risk of suicide or mishap.
See full thesis text: https://calhoun.nps.edu/handle/10945/66115
Keywords: sleep, mood, behavior, suicide
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OPTIMIZATION MODELS TO SUPPORT A LIMITED OBJECTIVE TEST/EXPERIMENT 
(LOT/E) OF A BILLET MARKETPLACE FOR ASSIGNING USMC OFFICERS
Martin K. Nganga, Lieutenant, United States Navy
Master of Science in Operations Research
Advisor: Javier Salmeron-Medrano, Department of Operations Research
Co-Advisor: Chad W. Seagren, Graduate School of Defense Management
Second Reader: Robert A. Koyak, Department of Operations Research
This research investigates how to optimally assign U.S. Marine Corps (USMC) officers to billets. Currently, 
the USMC relies on monitors to manually develop the assignment solution based on limited information. This 
leaves the USMC with a suboptimal use of its resources and with officers whose human capital is not fully 
developed or who consider attrition. The research shows essential features of a marketplace from other military 
branches. Emphasis is placed on those features directly related to meeting the billet requirements, the prefer-
ences of Marines and Marines’ career paths. This marketplace system requires a substantial amount of informa-
tion from billet owners, monitors, and officers. Data from a subset of the aviation community were collected 
and processed to develop optimization models that balance two goals: permanent change of station cost and 
Marines’ priorities. The models are amenable to extensions that consider additional goals and requirements, as 
data become available. Experimentation shows insightful tradeoffs in the two objectives and provides efficient 
solutions, which are useful in presenting alternatives.
See full thesis text: https://calhoun.nps.edu/handle/10945/66118
Keywords: talent marketplace, primary military occupation specialties, manpower, Marine Corps, USMC, 
assignment, optimization, weighted sum method, elastic constraint method with hierarchy, mathematical pro-
gramming, integer programming, efficient frontier, efficient solution, modelling, data collection, data process-
ing, sensitivity analysis
THE U.S. ARMY MEDICAL SERVICE CORPS AREA OF 
CONCENTRATION MATCHING SYSTEM
This paper has been recognized as outstanding by its department.
Diego A. Rincon, Major, United States Army
Master of Science in Operations Research
Advisor: Robert L. Bassett, Department of Operations Research
Second Reader: Chad W. Seagren, Graduate School of Defense Management
The purpose of this study is to develop an algorithm-based talent management system for designating midgrade 
U.S. Army Medical Service Corps (MSC) officers to specialized areas of concentration (AOCs). The AOC 
matching system (AOC-MS) utilizes machine learning classifiers to predict officer aptitude for specialized 
AOCs, informing early career MSC recruitment and talent development efforts. AOC-MS then utilizes match-
ing algorithms and integer linear programs to create optimal matches between officers and AOCs that meet 
the needs of officers and of the MSC. During a pilot program, AOC-MS outperformed the current designation 
system. This study will serve as the basis for MSC AOC designation reform. Its implications are applicable to 
any large-scale military talent management problem. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66132
Keywords: Medical Service Corps, MSC, area of concentration, AOC, AOC designation, talent management, 
job assignment, job aptitude prediction, matching
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AN OPERATIONAL MODEL OF THE CRITICAL SUPPLY CHAIN  
FOR ST. THOMAS AND ST. JOHN
Robert D. Routley, Lieutenant Commander, United States Navy
Master of Science in Operations Research
Advisor: David L. Alderson Jr., Department of Operations Research
Second Reader: Daniel Eisenberg, Department of Operations Research
The purpose of this thesis is to assess the surface road transportation and supply chain network on the islands 
of St. Thomas and St. John in the U.S. Virgin Islands (USVI). Following two Category 5 hurricanes in 2017 
that devastated the islands’ road transportation network with mudslides and washouts, the Federal Emergency 
Management Agency, the Virgin Islands Territorial Emergency Management Agency, and the USVI territorial 
government embarked on a mission to improve the resilience of the USVI’s surface road transportation network. 
This thesis works in support of those agencies by (1) developing and curating a dataset of the surface road trans-
portation and supply chain network for St. Thomas and St. John and (2) analyzing how the surface road trans-
portation and supply chain network operates under normal, flooded, and worst-case conditions within a six-hour 
post-disaster curfew window. This analysis found that both islands’ residents were able to reach critical supplies 
and return home within the six-hour window in normal and flooded conditions. However, under the worst-case 
scenario, both St. Thomas and St. John have residents who were unable to reach critical supplies within the curfew 
window. Additionally, St. John’s port was cut off from the supply chain, rendering resupply of stores impossible.
See full thesis text: https://calhoun.nps.edu/handle/10945/66134
Keywords: supply chain, transportation, network flow, optimization, U.S. Virgin Islands, USVI, hurricane, 
Hazard Mitigation Plan
HIGH-INFLUENCE FACTORS FOR THE TIMELINESS OF PROJECT 
AWARD FOR NAVY MILITARY CONSTRUCTION
This paper has been recognized as outstanding by its department.
Robert J. Thompson, Lieutenant Commander, United States Navy
Master of Science in Operations Research
Advisor: Lyn R. Whitaker, Department of Operations Research
Second Reader: Samuel E. Buttrey, Department of Operations Research
The current process that Naval Facilities Engineering Command (NAVFAC) uses to bring Military Construc-
tion (MILCON) projects from concept to contract award fails to provide reliable and timely results. This poor 
performance leads to the untimely delivery of critical facilities, which directly impacts warfighting and power 
projection capabilities. It erodes the professional reputation of NAVFAC, leaving supported commanders to 
question whether an essential product or service will arrive on time. Today, there are many internal NAV-
FAC teams exploring process-improvement opportunities across the entire construction timeline, of which pre-
award is only one piece. However, many of these efforts are limited in terms of number of projects or project 
factors considered. The focus of this thesis is to analyze projects from initial documentation up to contract 
award. To accomplish this, we linked two widely used but independent databases to capture the complete 
documented life cycle of hundreds of Navy-executed MILCONs. Once linked, dozens of project factors were 
collected, analyzed, and used in the development of various machine-learning models to assess their influence 
on project award performance. Our analysis highlights several factors among existing and newly constructed 
project metrics that appear to greatly influence the timeliness of project award. This collection of potentially 
high-influence factors can then help NAVFAC further focus its ongoing process improvements.
See full thesis text: https://calhoun.nps.edu/handle/10945/66034
Keywords: military construction, MILCON, Naval Facilities Engineering Command, NAVFAC, pre-design, 
DD 1391, project documentation
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OPERATIONS RESEARCH
NEURAL NETWORKS FOR CONSTRAINED OPTIMIZATION
William A. Vega, Lieutenant, United States Navy
Master of Science in Operations Research
Advisor: Lyn R. Whitaker, Department of Operations Research
Second Reader: Matthew Norton, MNorton Lab
A major challenge associated with training a classifier is controlling the ratio of false positive and false negative 
error rates (FPR/FNR), particularly when one error type dominates the overall error rate (ER) or is connected 
to costly real-world mistakes and needs to be minimized relative to the others. For many classification tasks, 
such as computer vision, this problem is exacerbated by the need to use neural network (NN) classification 
algorithms. In a ship detection problem, using an NN to classify satellite images as containing a ship or not, 
we demonstrate that tuning the ratio of these ERs is extremely challenging. We show how standard class-
weighting (CW) procedures are unstable and ineffective for this task but are additionally affected in unpredict-
able or undesirable ways by NN architectural choices and choice of optimization algorithm. However, we find 
that the simple and computationally inexpensive Threshold-Adjustment (TA) technique (applied to a standard 
NN architecture and objective) is as effective and more stable than the CW procedure and, for our ship detec-
tion problem, even outperforms much more advanced algorithms based on alternating stochastic optimization 
techniques. To effectively apply the TA technique, we introduce a simple adjustment to the NN output prob-
abilities. We show predictable effects on the ratio of FPR/FNR, which can be used to tune NN classifiers when 
different ratios of FPR/FNR are desired, depending upon the application.
See full thesis text: https://calhoun.nps.edu/handle/10945/66040
Keywords: machine learning, neural network, NN, binary classification, constrained optimization, false nega-
tive rate, FNR, false positive rate, FPR, overall error rate, ER, class-weighting, CW, Threshold Adjustment, TA
SIMULATION MODEL OF SURFACE WARFARE OFFICER 
TRAINING PIPELINE TO MINIMIZE FRICTION
Joseph Vranich, Lieutenant, United States Navy
Master of Science in Operations Research
Advisor: Roberto Szechtman, Department of Operations Research
Second Reader: Chad W. Seagren, Graduate School of Defense Management
Surface Warfare Officers (SWOs) currently attend Basic Division Officer Courses (BDOC) and Junior Officer 
of the Deck (JOOD) courses prior to their first Division Officer (DIVO) tour. Due to the commissioning 
schedule, the schedule of these different courses and the number of seats available, there is typically a large wait 
time for SWOs during different times of the year between classes and before they enter the fleet. These wait 
times are costly and lower the military readiness of the fleet. With a growing Naval force, minimizing the fric-
tion that SWOs experience can produce more Department Heads in order to man the larger fleet by training 
more Junior Officers today. Current analysis is done in Excel and calculations must be repeated for different 
scenarios. These scenarios include different arrival rates and distributions, service rates, and population sizes. 
Using Simio and Python, simulation models of a queuing network can be created in order to find different 
queue lengths and waiting times automatically using historic commissioning rates and schedules. Once a proof-
of-concept model has been created, the model inputs can be changed to match predicted inputs for a growing 
Naval force. Then allocations of training schedules and capacities can be recommended in order to optimize 
the SWO training pipeline. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66042
Keywords: Surface Warfare Officer, SWO, friction, Simio, Python
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STRUCTURE, THERMODYNAMICS, AND ENERGY CONTENT OF 
PERCHLORATE CONTAINING MANGANESE-CLUSTERS
This paper has been recognized as outstanding by its department.
Colton Kawamura, Lieutenant, United States Navy
Master of Science in Physics
Advisor: Joseph P. Hooper, Department of Physics
Second Reader: Warren W. Tomlinson, Combat Systems Program Office
This thesis uses density functional theory calculations to examine the electronic structure and thermochemistry 
of a new manganese-perchlorate cluster recently synthesized by Zdilla and coworkers. The cluster is atypical 
for an energetic material, consisting of tetrazene and perchlorate groups around a cage-like core of manganese 
and nitrogen. Calculations indicate that the manganese in the cluster core are in an Mn(II) oxidation state and 
oriented in a high-spin configuration. Ab initio thermodynamic calculations combined with an equilibrium 
thermochemical code predict a heat of combustion of 2.97 kcal/mol for the cluster in its solid-state structure. 
The adiabatic flame temperature is predicted to be 1363 K, with Mn primarily reacting to MnO. During com-
bustion in air, the cluster/solvent system is predicted to produce MnO until below 1100 K, where it oxidizes 
further into MnO2 by reducing NO2.
See full thesis text: https://calhoun.nps.edu/handle/10945/66089
Keywords: energetic, materials, computational, physics, electronic, structure





AN IMPACT ANALYSIS OF DFARS CLAUSE 252.242.7005 ON CONTRACTOR 
BUSINESS SYSTEM APPROVAL AND DISAPPROVAL
Symantha C. Loflin, Civilian, Office of the Secretary of Defense
Master of Science in Program Management
Advisor: Charles K. Pickar, Graduate School of Defense Management
Co-Advisor: Raymond D. Jones, Graduate School of Defense Management
This research attempted to quantify the impact to the government, contractor, and warfighter of the imple-
mentation of the Better Buying Power Initiative 3.0, and specifically, Defense Federal Acquisition Regulation 
Supplement (DFARS) clause 252.242.7005, Contractor Business Systems, which allowed for more stringent 
government oversight of contractors. Data was collected from Contract Business Analysis Repository (CBAR), 
which shows the contractor business systems’ approval or disapproval status. A qualitative analysis was then 
performed using DCMA business system compliance review reports, letters, and contractor data to verify sig-
nificant deficiencies with business systems that led to system disapproval. This research details the significant 
deficiencies of this process, given that there were contractors with multiple business system disapprovals who 
are still actively contracting with the federal government, potentially affecting both government efficiency and 
warfighter readiness. Finding 1: Analysis of the CBAR data from 2015 and 2019 for the six contractor business 
systems revealed that once a business system is reapproved, there is no method for viewing historical data of 
past deficiencies. Finding 2: The data analysis revealed the lack of a responsibility tracking tool. Finding 3: The 
corrective action requests that were analyzed on the disapproved contractor business systems did not impact the 
urgent fielding of critical equipment.
See full thesis text: https://calhoun.nps.edu/handle/10945/66098
Keywords: Defense Federal Acquisition Regulation Supplement, DFARS, DFARS clause 252.242.7005 Con-
tractor Business Systems approval and disapproval, Better Buying Power 3.0 - Achieving Dominant Capabili-
ties through Technical Excellence and Innovation, Contract Business Analysis Repository, CBAR, contractor 
business systems
EFFECT OF THE EARNED VALUE MANAGEMENT SYSTEM (EVMS) COMPLIANCE REVIEW 
THRESHOLD INCREASE ON DATA INTEGRITY AND CONTRACTOR PERFORMANCE
Cindy Monohan, Civilian, Office of the Secretary of Defense
Jeremy J. Loveday, Civilian, Office of the Secretary of Defense
Master of Science in Program Management
Advisor: Charles K. Pickar, Graduate School of Defense Management
Co-Advisor: Raymond D. Jones, Graduate School of Defense Management
This research investigates potential correlation between Defense Federal Acquisition Regulation Supplement 
(DFARS)-required Earned Value Management System (EVMS) compliance reviews and their effect on con-
tractor Earned Value Management (EVM) performance and data integrity metrics. The primary objective is to 
determine if the 2015 DFARS deviation, which raised the dollar-value threshold for EVMS compliance reviews 
from $50M to $100M, and the resultant reduction in government oversight had any impact—positive or nega-





tive—on contractor performance. The authors examined EVM data for contracts requiring EVMS compliance 
reviews, data integrity metrics, and performance data on programs with varying dollar values for identifiable 
outcomes from the 2015 DFARS class deviation. The results of the study revealed that neither the 2015 DFARS 
class deviation nor the presence or absence of EVMS compliance reviews had a discernible impact on contrac-
tors’ EV performance, EVM data integrity, or on their ability to perform on the contract.
See full thesis text: https://calhoun.nps.edu/handle/10945/66113
Keywords: Defense Federal Acquisition Regulation Supplement, DFARS, Earned Value Management System, 
EVMS, Earned Value Management, EVM, earned value, earned value data, earned value compliance review, 
earned value compliance threshold, earned value compliance threshold change, earned value compliance review 
threshold change, effect of earned value threshold change, effect of earned value compliance review threshold 
change, earned value data integrity
AFFORDABILITY DECISION-MAKING MODEL
Thomas M. Miller, Civilian, Department of the Army
Eric D. Murphy, Civilian, Department of the Army
Master of Science in Program Management
Advisor: Robert F. Mortlock, Graduate School of Defense Management
Co-Advisor: Philip J. Candreva, Graduate School of Defense Management
Department of Defense (DOD) senior leaders are chartered to make decisions on proceeding or canceling 
programs based on cost data. Affordability is one of the biggest reasons for the DOD to cancel programs. 
When making affordability decisions, DOD leaders weigh the life cycle costs from research and development, 
technology maturation, system testing, procurement and operations, and support. The authors developed an 
affordability decision model to be used to make affordability decisions for Acquisition Category I vehicle pro-
grams. While developing the model, the following questions were answered: What are the primary elements to 
address in an affordability decision model for a “proceed or cancel” decision? Are there any external parameters 
that need to be considered prior to using the affordability decision model? The model was applied to two af-
fordable programs, the High Mobility Multipurpose Wheeled Vehicle (HMMWV) and the Mine Resistant 
Ambush Protected All-Terrain Vehicle (M-ATV), to verify it. Based on the results, the authors recommended 
that changes be made to the model in order to increase the accuracy of the model. After updating the model, 
the authors applied the model to the Joint Light Tactical Vehicle (JLTV) program. The model was within 5% 
of the JLTV program objective unit cost. However, the authors concluded that the model cannot be used by 
itself to make a proceed or cancel decision but to support the decision. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66111
Keywords: affordability, decision, model, affordable, life cycle, programs, program, life cycle cost, Department 
of Defense, DOD, High Mobility Multipurpose Wheeled Vehicle, HMMWV, Joint Light Tactical Vehicle, 
JLTV, Mine Resistant Ambush Protected All-Terrain Vehicle, M-ATV
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NUMERICAL PREDICTIONS OF WAVE-INDUCED LOADS ON AN UNDERWATER 
VEHICLE WITH VARIOUS RECTANGULAR CROSS-SECTIONAL ASPECT RATIOS
Craig A. Cardin, Lieutenant, United States Navy
Master of Science in Systems Engineering
Advisor: Joseph Klamo, Department of Systems Engineering
Second Reader: Fotis A. Papoulias, Department of Systems Engineering
This thesis builds on previously conducted experiments which measured the wave-induced loads that acted 
upon rectangular unmanned undersea vehicles of three different aspect ratios. Travis Turner, a graduate of the 
Naval Postgraduate School, showed in his thesis in 2018 that the aspect ratio strongly influences specific loads, 
particularly the heave force. However, due to the limited number of aspect ratios tested, the functional relation-
ship between the loads and the aspect ratio is unknown. This thesis identifies that relationship by numerically 
examining a broad range of aspect ratios by employing the Large Amplitude Motion Program (LAMP). The 
suitability of using LAMP is first confirmed by comparing the simulation results to the previously collected 
experimental results. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66139
Keywords: Large Amplitude Motion Program, LAMP, unmanned undersea vehicles, UUVs, aspect ratio, 
wave induced loads
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SYSTEMS ENGINEERING
The following theses and capstone project reports were produced by residential and distance-
learning students in the systems engineering curriculum. The degrees awarded include Master of 
Science in Systems Engineering, Master of Science in Engineering Systems, and Master of Science 
in Systems Engineering Management.
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ELECTROMAGNETIC RAILGUN CAPABILITIES ON AMPHIBIOUS SHIPS
Nelson S. Ciron, Civilian, Department of the Army
Master of Science in Systems Engineering
Adam J. Drake, Civilian, Department of the Army
Master of Science in Systems Engineering
Allan P. Guess, Civilian, Department of the Army
Master of Science in Systems Engineering
Caleb Schulte, Civilian, Department of the Army
Master of Science in Engineering Systems
Advisor: Eugene P. Paulo, Department of Systems Engineering
Co-Advisor: Paul T. Beery, Department of Systems Engineering
Co-Advisor: Wayne Porter, Department of Defense Analysis
An electromagnetic railgun (EMRG) is a developmental weapon that utilizes electromagnetic propulsion to 
launch kinetic projectile attacks against air, sea, and land targets. This new propulsion technology differs from 
the current arsenal of naval weapons that utilize chemical missile propulsion and are limited in magazine 
depth. This study explores the feasibility of using an EMRG in an amphibious assault mission to retake control 
of a captured island’s military base. A naval scenario was simulated in a force-on-force skirmish with various 
amphibious task force options that included the EMRG weapon in unique configurations. The addition of this 
weapon showed a significant increase in operational performance over established force compositions based on 
determined measures of effectiveness and performance. Regression analysis of the results provided high repeat-
ability and reliability factors that verified the operational benefits of the EMRG.  Magazine depth, cycle time 
between rounds, and hit probability proved to be the most important characteristics of the EMRG weapon 
when conducting an amphibious assault mission.  Further technology maturation and naval ship integration 
are recommended to deploy the EMRG weapon as a capability improvement for future naval missions.
See full thesis text: https://calhoun.nps.edu/handle/10945/66058
Keywords: electromagnetic railgun, EMRG, littoral operations in a contested environment, expeditionary 
advanced base operations
REVISING THE VALUE MODELS FOR THE MARINE FORCES RESERVE 
SUPPLY AND MAINTENANCE (SMAT) INSPECTION PROGRAM
Yong Han Ivan Er, Captain, Singapore Army
Master of Science in Systems Engineering
Advisor: Alejandro S. Hernandez, Department of Systems Engineering
Second Reader: Gary W. Parker, Department of Systems Engineering
The Marine Forces Reserve (MARFORRES) comprises mainly “citizen-soldiers” who are required to operate 
across a broad spectrum of military operations at extended distances to support the Marine Corps missions. In 
recent years, the accountability and readiness scores for MARFORRES units have been declining. There have 
been previous studies endorsed by MARFORRES G-4 to develop a value model for the Supply and Mainte-
nance Team (SMAT) inspection program through the analysis of a stakeholder-derived objectives hierarchy. 
This thesis expands upon previous work by focusing on the following: 1) review of the existing value models 
to ensure they reflect the true value of the SMAT inspection program, 2) validation of the value models to 
articulate the contributions that the SMAT inspection program provides to MARFORRES mission, and 3) 
demonstration of the utility of value models for resourcing decisions in a budget-austere environment. MAR-
FORRES can use the value models to revise its inspection policies to focus on value-driven inspection rather 
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than mission-driven inspection. This will help to maximize the total value of SMAT inspection to the MAR-
FORRES mission.
See full thesis text: https://calhoun.nps.edu/handle/10945/66069
Keywords: Marine Corps, MARFORRES, value model
INCREASED EFFECTIVENESS OF THE JOINT FIRE’S KILL CHAIN VIA 
IMPROVEMENTS IN COMMAND AND CONTROL RESPONSIVENESS 
FOR BETTER COOPERATIVE ENGAGEMENT CAPABILITY
Kelly P. Haycock, Major, United States Marine Corps
Master of Science in Engineering Systems
Lance Kerestes, Civilian, Department of the Army
Master of Science in Systems Engineering
Brenda Menees, Civilian, Department of the Army
Master of Science in Systems Engineering
Axel E. Rodriguez-Negron, Civilian, Department of the Army
Master of Science in Systems Engineering
Advisor: Eugene P. Paulo, Department of Systems Engineering
Co-Advisor: Paul T. Beery, Department of Systems Engineering
Co-Advisor: Anthony G. Pollman, Department of Systems Engineering
Co-Advisor: Wayne Porter, Department of Defense Analysis
The system of interest (SOI) for this research centers on the mission of a friendly Blue Force (BF) controlling 
the enemy Red Force’s (RF) influence on a strategic, bottleneck trade route and the execution of the kill chain 
functions performed by the BF during the conflict that ensues. The kill chain function of “finding the RF 
threat” is conducted by the BF’s Intelligence Surveillance Reconnaissance (ISR), the function of “targeting the 
RF threat” is performed by the BF’s decision maker, and the function of “engaging the RF threat” is conducted 
by the BF’s shooter. There are multiple messages exchanged between the BF’s ISR, decision maker, and shooter 
during execution of the kill chain functions and a recognized need to improve the command and control (C2) 
responsiveness while performing cooperative engagements to ensure overmatch of a near peer enemy by 2030, 
when naval unmanned surface vessels are predicted to join the fleet.
See full thesis text: https://calhoun.nps.edu/handle/10945/66080
Keywords: joint fires, command and control, C2, link-16, distributed maritime operations, littoral combat 
ship, multi-domain, unmanned aerial vehicles, unmanned ground vehicles, adaptive force package, carrier 
strike group, close air support, weapons release authority, data, decision, expeditionary, artillery, missiles, kill 
chain, system of interest, SOI, cooperative engagement capability, air defense mission, strike mission, Intel-
ligence Surveillance Reconnaissance, ISR
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LEVERAGING ARTIFICIAL INTELLIGENCE (AI) FOR AIR AND MISSILE 
DEFENSE (AMD): AN OUTCOME-ORIENTED DECISION AID
Julian I. Jones II, Civilian, Department of the Army
Master of Science in Systems Engineering
Russell Kress, Civilian, Department of the Army
Master of Science in Systems Engineering
William J. Newmeyer Jr., Civilian, Department of the Army
Master of Science in Systems Engineering
Adam I. Rahman, Captain, United States Marine Corps
Master of Science in Engineering Systems
Advisor: Bonnie W. Johnson, Department of Systems Engineering
The military has recognized the need for automated decision aids to support battle management as warfight-
ers become overwhelmed by shorter decision cycles, greater amounts of data, and more technology systems to 
manage. To date, much emphasis has focused on data acquisition, data fusion, and data analytics for gaining 
situational awareness in the battle space. However, a new frontier and opportunity exists for using this data to 
develop decision options and predict the consequences of military courses of action. This project studied the 
application of artificial intelligence (AI) to improve battle management decisions in the time-sensitive air and 
missile defense (AMD) environment. Specifically, this project studied current and future AI applications to the 
AMD kill chain with a model-based systems engineering (MBSE) approach. The team modeled the AMD kill 
chain by allocating time to the various kill chain functions and decisions, based on the time afforded by the 
incoming AMD threat. The team used simulations to analyze and demonstrate the use of automation in the 
kill chain functions to expedite decisions and improve AMD battle management.
See full thesis text: https://calhoun.nps.edu/handle/10945/66088
Keywords: artificial intelligence, AI, decision aids, air and missile defense, AMD, model-based systems engi-
neering, MBSE
HYPERVELOCITY PROJECTILE
John B. Means, Civilian, Department of the Army
Christopher M. Quarles, Civilian, Department of the Army
Miguel E. Sanchez Jr., Civilian, Department of the Army
Matthew X. Wu, Civilian, Department of the Army
Master of Science in Systems Engineering
Advisor: Paul T. Beery, Department of Systems Engineering
Co-Advisor: Eugene P. Paulo, Department of Systems Engineering
This project focuses on the definition and analysis of a concept of operations for hypervelocity projectile (HVP) 
employment in support of layered defense within an adaptive force package (AFP). The project defines, via 
development of a systems architecture and mission engineering, the weapon characteristics relevant to HVP 
utilization. The project presents an initial set of system requirements as well as a definition of the system func-
tionality and potential physical configurations. The project develops a detailed analysis model that analyzes the 
performance parameters that have the largest impact on the overall effectiveness of the proposed HVP systems. 
In particular, the project examines the impact of alterations to range-dependent kill criteria and engagement 
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envelopes on the effectiveness of the overall system in complex threat scenarios. That analysis is then fed back 
into the system architecture to develop recommended system configurations and inform system requirements.
See full thesis text: https://calhoun.nps.edu/handle/10945/66109
Keywords: hypervelocity projectile, Distributed Maritime Operations, mission, engineering, and modeling 
and simulation
THE CONCEPTUAL DESIGN RELIABILITY PREDICTION METHOD: 
ESTABLISHING FUNCTIONAL-PHYSICAL RELIABILITY RELATIONSHIPS FOR 
SYSTEM RELIABILITY PREDICTIONS DURING CONCEPTUAL DESIGN
This paper has been recognized as outstanding by its department.
Elizabeth T. Rajchel, Lieutenant Commander, United States Navy
Master of Science in Systems Engineering
Advisor: Bryan M. O’Halloran, Department of Systems Engineering
Co-Advisor: Jefferson Huang, Department of Operations Research
This paper presents a system reliability prediction method suitable for use during conceptual design, called the 
conceptual design reliability prediction method (CDRPM). The CDRPM extends the early design reliability 
prediction method (EDRPM) by facilitating parameter characterizations that follow non-normal distributions. 
Functional-physical reliability relationships are established through a hierarchical Bayesian model solved by 
Markov Chain Monte Carlo (MCMC) sampling and aggregated using the system’s reliability block diagram 
(RBD) to assess the likelihood of candidate architectures meeting a reliability requirement. Reliability predic-
tions based on different types of failure data, specifically success ratios and failure rates, are compared herein 
in a case study of a generic launcher system assessed by the CDRPM. This research shows the effects of failure 
data type selection and distribution assumptions on architecture down-selection, leading to enhanced insight 
during conceptual design analysis.
See full thesis text: https://calhoun.nps.edu/handle/10945/66126
Keywords: early design reliability prediction method, EDRPM, conceptual design reliability prediction meth-
od, CDRPM, reliability prediction, hierarchical Bayesian, Markov Chain Monte Carlo, MCMC, Monte Carlo 
Simulation, MCS, reliability block diagram, RBD, failure rate, success ratio
A SYSTEMS ANALYSIS ON THE EFFECTIVENESS OF HYPER-VELOCITY GUN 
SYSTEM (HVPGS) FOR GROUND-BASED AIR AND MISSILE DEFENSE
This paper has been recognized as outstanding by its department.
Derek T. Tay, Captain, Singapore Army
Master of Science in Systems Engineering
Advisor: Eugene P. Paulo, Department of Systems Engineering
Co-Advisor: Paul T. Beery, Department of Systems Engineering
This thesis investigates the employment of Hyper Velocity Projectiles (HVPs) as interceptors for the Army’s Air 
and Missile Defense (AMD) enterprise in the 2030–2035 timeline. The research recommends a proposed sys-
tems architecture for the incorporation of an HVP Gun System (HVPGS) to an AMD enterprise operating in a 
contested environment, with emphasis on the operating characteristics of the HVPs and their integration onto 
the firing platform. The study then develops a realistic operational scenario and models it using the ExtendSim 
modeling tool. Through the systems engineering process, the study traced the Army’s AMD requirements and 
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functions throughout the Requirement and Functional Analysis efforts up to the generation of an alternative 
concept of operation for the AMD enterprise. The analysis method enables the conduct of a quantitative com-
parison of HVP characteristics that influence the operational success of the AMD enterprise against an enemy 
in a missile defense engagement. The objective of this thesis is to design an alternative system architecture and 
concept of operation for the Army’s AMD enterprise to employ HVPGS to better defend key U.S. and allied 
bases in the Western Pacific. Such a system would capitalize on the versatile and cost-effective HVP intercep-
tors to address a potential salvo attack’s ability to overwhelm existing missile defenses as well as improve overall 
cost exchanges for enhanced operational sustainability in the longer term.
See full thesis text: https://calhoun.nps.edu/handle/10945/66148
Keywords: systems analysis, Hyper Velocity Projectiles, Hyper Velocity Gun System, ballistic missile defense
A PROCESS TO SCORE FUTURES COMMAND R&D EFFORTS AND PROVIDE  
A DECISION SUPPORT TOOL TO SELECT AND EVALUATE THOSE EFFORTS
Paul A. Brooks, Civilian, Department of the Army
Brad D. Cox, Civilian, Department of the Army
Brandon J. Firmature, Civilian, Department of the Army
Jennifer L. Gillum, Civilian, Department of the Army
John M. Holcomb, Civilian, Department of the Army
Kevin M. Horn, Civilian, Department of the Army
Steven H. Obrien, Civilian, Department of the Army
Master of Science in Systems Engineering Management
Advisor: Joel J. Hagan, Department of Systems Engineering
Co-Advisor: Paul T. Beery, Department of Systems Engineering
Co-Advisor: Joyce B. Stewart, Department of Systems Engineering
Co-Advisor: John T. Dillard, Graduate School of Engineering and Applied Sciences
Army Futures Command (AFC) manages technology development projects in response to identified threats. 
These projects support future Multi-Domain Operations (MDO) capabilities, which are diverse in duration, 
cost, and technical requirements.  The potential outcomes range from software upgrades to revolutionary con-
cepts in vehicle or weapons technology.  AFC must evaluate each program annually to determine priority and 
funding levels for recommendation in the Program Objective Memorandum (POM).  AFC does not currently 
have a methodology in place that is capable of scoring projects based on their potential future impacts.  This 
project develops a methodology and common metrics to score diverse technology development projects, and 
the methodology will provide a decision tool to support AFC POM submission.  Due to the complexity of the 
decision-making model, as well as limits in time and available information, this project develops the methodol-
ogy up to the point of demonstrating its function with simulated data.  Taking these factors into consideration, 
this project does not perform validation and testing.
See full thesis text: https://calhoun.nps.edu/handle/10945/66117




FAR-OUT CONTRACTING FOR THE ARMY FUTURES COMMAND (AFC)
Chad Claussen, Civilian, Department of the Army
Elizabeth R. Forino, Civilian, Department of the Army
Nicholas T. Kalinowski, Civilian, Department of the Army
Sharon M. Laverty, Civilian, Department of the Army
Robb Mikolajko, Civilian, Department of the Army
Aerik T. Nguyen, Civilian, Department of the Army
Alexander S. Obriwin, Civilian, Department of the Army
Jennifer M. Ohara, Civilian, Department of the Army
Master of Science in Systems Engineering Management
Advisor: Joel J. Hagan, Department of Systems Engineering
Co-Advisor: Paul T. Beery, Department of Systems Engineering
Co-Advisor: Joyce B. Stewart, Department of Systems Engineering
Co-Advisor: John T. Dillard, Graduate School of Engineering and Applied Sciences
The purpose of this project is to evaluate alternative contracting practices and approaches the Army Applica-
tions Laboratory (AAL) can use to meet the technology development requirements of the Army Futures Com-
mand. The Department of Defense operates at a pace that is well behind the commercial high-technology 
sector, which includes small start-up and nontraditional companies. The U.S. Army has a longstanding reputa-
tion for capability overmatch against any potential adversary and therefore must simultaneously preserve and 
enhance this advantage by continuously developing and adopting the latest technologies for military use at the 
speed of business-to-business transactions. This project evaluated the efficacy of various contracting practices 
within the governance of the Federal Acquisition Regulation (FAR) and those instruments outside the FAR 
to make recommendations for AAL to meet its acquisition requirements. The capstone team conducted a 
thorough review of possible contracting solutions. Leveraging the proven concepts of the Vee Model, the team 
completed a requirements analysis, developed evaluation criteria, and generated a contracting decision matrix 
to determine the best options available. After a thorough analysis, the team made recommendations for meth-
ods that could meet AAL’s requirements. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66059
Keywords: alternative contracting, non-FAR contracting, Other Transaction Authority, OTA, Army Futures 
Command, AFC, Federal Acquisition Regulation, FAR
USING BEHAVIOR MODELING TO ENABLE EMERGENCY 
RESPONDER DECISION-MAKING  
Amanda A. Rowton, Major, United States Air Force
Master of Science in Systems Engineering Management
Advisor: Kristin M. Giammarco, Department of Systems Engineering
Second Reader: John T. Dillard, Graduate School of Engineering and Applied Sciences
Mistakes during training are expected and usually welcomed for their teaching potential, but when realistic 
training subjects emergency responders to dangerous scenarios, then there is still a high level of risk. Training is 
crucial for reducing risks associated with real-life operations, but how can real-life scenarios be practiced where 
it can be safe to learn from mistakes? This research will investigate the question, “to what extent can Monterey 
Phoenix (MP) behavior modeling be used to support low-risk training for emergency responders?” We use MP 
to first generate a baseline “typical-case” model of an active shooter scenario from FBI and FEMA procedures. 
We next develop alternative models by adding SME-provided variables to generate all possible scenarios within 
a scope limit with MP. Multiple scenarios allow emergency responders to practice making good decisions and 
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gain a better understanding of the scenario, creating opportunities to decrease injuries and fatalities. This 
research found that both of the MP models, the typical-case model and the alternative events model, provide 
trainees with deeper insights into the roles and their actions during an active shooter scenario. In the alternative 
events model, we also see the variables that can occur within the scenario and identify where critical decisions 
are made by the corresponding roles. Both models are useful tools for improving training programs or under-
standing critical decision points.
See full thesis text: https://calhoun.nps.edu/handle/10945/66135
Keywords: emergency responder, training, injuries, fatalities, Monterey Phoenix, MP, variables, behavior 
modeling, alternative scenarios, emergent behavior
RISK MITIGATION FOR DECREASED F/A-18 READINESS CAUSED BY IMPROPERLY 
EXECUTED AIRFRAME INSPECTIONS ON MISSILE SUPPORT RIB DOOR 144
Jacob D. Weintraub, Civilian, Department of the Navy
Master of Science in Systems Engineering Management
Advisor: Mark M. Rhoades, Department of Systems Engineering
Co-Advisor: Douglas L. Van Bossuyt, Department of Systems Engineering
The F/A-18 Hornet is an all-weather fighter/attack tactical aircraft with an intended design life of 6,000 flight 
hours. Increased utilization in numerous recent military campaigns has caused the F/A-18 to reach the end of 
its intended life sooner than expected. The Naval Air Systems Command (NAVAIR) implemented a Service 
Life Management Plan (SLMP) to extend the F/A-18’s service life up to 10,000 flight hours through a series 
of recurring inspections. While performing these inspections, maintenance personnel oftentimes cause unin-
tended structural damage that requires unscheduled maintenance and negatively impacts system readiness and 
mission capability. This thesis analyzes repair data records for the Missile Support Rib Door 144 on the F/A-18 
Hornet aircraft collected over the last five years and provides a cost-benefit analysis for several risk reduction op-
tions for those repairs. While this analysis focuses on this one area of the F/A-18, the same methodology can be 
applied to other SLMP inspections. This study concludes that by adding one extra day to the inspection time-
line and permitting additional O-Level Quality Assurance checks of the preparation process, nearly 50% of all 
unscheduled SLMP maintenance and the associated negative impact on aircraft readiness can be prevented.
See full thesis text: https://calhoun.nps.edu/handle/10945/66045
Keywords: F/A-18, maintenance, inspection, missile rib, Hornet, readiness, Naval Air Systems Command, 
NAVAIR, Service Life Management Plan, SLMP
EXPLORING THE USE OF HUMAN RELIABILITY AND ACCIDENT INVESTIGATION 
METHODS TO INFLUENCE DESIGN REQUIREMENTS FOR NAVAL SYSTEMS
Cindy R. Whitehead, Civilian, Department of the Navy
Master of Science in Systems Engineering Management
Advisor: Lawrence G. Shattuck, Department of Operations Research
Co-Advisor: Douglas L. Van Bossuyt, Department of Systems Engineering
This thesis explores whether established methods from human reliability analysis and accident investigation 
can be applied early in system development to identify the design vulnerabilities that increase risk of system 
failure. Human reliability analyses evaluate performance shaping factors to quantify the likelihood of human 
failure before an accident occurs. Mishap investigations performed after an accident identify both human con-
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tributions to the system’s failure and recommendations to avoid human failures in the future. This thesis pro-
poses a method to evaluate system resiliency to variations in human performance and estimate the likelihood of 
human error. This method begins with functional analysis and failure mode analysis for a system concept, and 
then proposes two questionnaires based on human reliability and accident investigation criteria. This method 
is intended for the requirements development phase before system requirements are finalized and system design 
prototypes are completed. A demonstration of this method evaluates the human role using the electronic chart 
display and information system. Results from the demonstration reveal the two dominant factors that increase 
human error probability. The thesis concludes with an examination of the method’s performance and results in 
support of validation of the method. Follow-on work is proposed to conduct a human subjects experiment for 
further validation and verification of the method.
See full thesis text: https://calhoun.nps.edu/handle/10945/66049
Keywords: human factors, human error, human reliability, mishap, risk, total system performance, acquisition
DEVELOPMENT AND SENSITIVITY ANALYSIS OF A MATHEMATICAL MODEL 
FOR MINE COUNTERMEASURE VESSELS IN THE EARLY DESIGN STAGE
Aldin G. Sim, Captain, Singapore Army
Master of Science in Engineering Systems
Advisor: Fotis A. Papoulias, Department of Systems Engineering
Second Reader: Jarema M. Didoszak, Department of Mechanical and Aerospace Engineering
With the evolving requirements of future mine countermeasure (MCM) operations, the operational capabili-
ties of next-generation platforms must be sufficiently flexible to meet these changing needs. As the U.S. Navy’s 
current and leading platform solutions to address rising threats continually evolve, their operational capabilities 
are either directly derived from or influenced by the platforms’ architectural design parameters. Because of this 
mapping, traditional approaches of configuring operational systems around a vessel’s architectural design may 
have limited flexibility to accommodate design revisions and may make such revisions costly and time consum-
ing. Approaches centered around Model-Based Systems Engineering (MBSE) and digital engineering have seen 
success as simulation and modeling tools to better link architectural vessel designs to operational requirements 
of various types of vessels. To further extend on the MBSE approach to MCM operational requirements, this 
thesis considers steps necessary to establish a relationship between MCM capabilities and platform design pa-
rameters. This thesis explores potential related trade-offs by conducting a sensitivity study of the MCM vessel 
design parameters and their effects on the operational capabilities of the vessel. Such an approach can serve as 
the basis for a methodology influencing early-stage vessel design choices, as dictated by mission operational 
requirements. 
See full thesis text: https://calhoun.nps.edu/handle/10945/66138
Keywords: vessel design process, Model-Based Systems Engineering, MBSE, digital engineering, mine coun-
termeasures, MCM, mine countermeasure vessels
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